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Abstract

STAMP is a computer-aided testability design and
fault diagnosis system. Using first-order test point and
comPonent dependencies as inputs, the model
generates all higher order dependencies and their
implications. This permits testability assessment
through automatic identification of component
ambiguity groups, redundant and unnecessary test
points, and feedback loops. The model also provides
several overall measures of testability and fault
isolation. These measures are described in the paper.
STAMP also provides a means for developing fault
isolation strategies. A choice of several search
strategies is provided. One, based on an adaptive,
information theoretic approach, appears to offer
significant efficiency advantages in lowering both the
expected value and the variance of the number of tests
required to isolate faults. The detailed analysis of a
sample system is presented, including testability
redesign and development of a strategy for fault
isolation.

Introduction

Achieving a desirable level of maintainability is
becoming more difficult and costly for many modern
systems because of their complexity and
sophistication. In particular, fault isolation at
intermediate and depot levels of maintenance presents
significant problems despite advances in automatic
test equipment.(1)(2)(3)(4) Current system and test design
often results in high ambiguity levels for fault isolation
and long test time. Recent studies involving the CH-54
helicopter®® and the F-16 aircraft have shown that
trouble-shooting actions can consume as much as 50
percent or more of the total man-hours spent for repair.
Those figures suggest that there is a large potential
return on an investment in improved testability
assessment and fault isolation procedures.

This paper describes one such procedure, called
STAMP, an acronym for System Testability and
Maintenance Program. STAMP uses a functional
dependency input representing the system to develop a
complete testability assessment. This assessment
provides a number of normative testability measures
as well as information necessary for
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implementing testability design improvements. Once
the design has been completed, STAMP is used to
develop an efficient fault-isolation strategy.

Logic Modeling and Maintenance Dependency

The procedure that is used by STAMP for
analyzing system testability is based on the design
topology. That topology is usually represented by the
well-known functional block diagram that shows the
functional dependencies among the elements of
systems. In addition to the functional elements of a
system, we also include in the diagram the
predetermined or candidate tests to be used for fault
isolation. Two types of test are considered:

= Functional Tests - Tests that indicate the
correct functioning of all system elements that
feed the test point

= Special Tests - Tests that have dependencies
that are not readily described by a standard
functional diagram

A key condition required by STAMP is that each test
point provide either a "pass" or "fail" outcome.
However, there are ways in which more than two out-
comes may be treated, as for relays that may be good,
fail open, or fail short.

Fault isolation and testability analysis based on
functional block diagrams together with test point
dependencies has come to be known generically as
logic modeling or logic model analysis. A series of
studies on logic modeling was conducted by the U.S.
Army Air Mobility Research and Development
Laboratory, Ames Research Center® These studies
were directed toward the development of analytical
methods in reliability and maintainability technology.
Computer implementations were developed and tested
for feasibility'®. Several DoD evaluations of the logic
model analysis approach have been conducted in
regard to both desk evaluation”® and troubleshooting
development.®®) Each of these evaluations gave logic
modeling a high potential value.

For applicability to military systems a specification
has been developed(m) to standardize development and
documentation practices. This specification introduced a
structured representation, of test point and component
dependencies usin graphic symbols and
interconnecting lines"". This representation is called
the maintenance dependency chart (MDC) and is usable
as an input to logic modeling analysis techniques,
including STAMP.



Overview of STAMP Application

Figure 1 presents an overview of the STAMP
application. A brief summary of the steps is given
below with details provided in following sections:

e System Topology. The functional block diagram of
the system, including test points, forms the
basis for developing the inputs to STAMP.

e STAMP First-Order Dependencies. For each
test point, all first-order (immediate) predecessor
test points are entered with embedded
components.

e Dependency Analysis. Higher-order
dependencies are calculated to establish the
complete relationship of test points and
components.

e Testability Assessment. An analysis of basic
testability characteristics inherent in the design
along with identification of design improvement
areas automatically generates a testability report.

e Redesign or Fault Isolation. A decision by
project personnel is made to redesign the system
to incorporate testability improvements or proceed
to develop a fault isolation strategy.

e Testability Redesign. The information and
recommendations provided by the STAMP test-
ability assessment is acted upon by the
engineering department to improve testability
characteristics.

e Fault Isolation Analysis. On the basis of
dependency analysis and weighting factors, an
analysis is performed to develop efficient
faultisolation strategies.

e Fault Isolation Strategy. The detailed step-
by-step sequence of test procedures to follow to
isolate faults is determined. A handbook
containing the fault isolation strategy in the form
of fault-trees with alternatives on initial conditions
and an interactive computer-based procedure can
guide the maintenance technician.

e Fault Isolation Report. A summary report is
automatically generated, describing the testability
and fault isolation characteristics of the system,
including multiple failure strategies.

System Topology and First-Order Dependency input

Figure 2 is a functional block diagram .of a sample
system that we will use in this paper for illustrative purposes.
This diagram might represent a full weapon system and the
blocks could represent subsystems such as hydraulic, fuel,
and environmental control. The diagram could also
represent such a low-level item as a PC board with).
electronic components being represented by the blocks. For
our purposes we will use the terns "components" to
represent the individual blocks, C1, C2, ... C9. The nodes
represented by T1., T2, ... T8 are test points, and the signal
or dependency flow is indicated by the arrows.

Also shown in the figure are examples of the type of
input STAMP requires. For test point: T2, the immediate
predecessor test point is T1, Land component C1 is
embedded. Similarly, test point T6 has one immediate
predecessor test point, T5, and one embedded component,
C6. Test point T4 is fed by two branches: one branch has T3
as an immediate predecessor with C4 embedded, and the
other branch is fed by T5 with no embedded components.

In addition to these first-order dependency inputs, the
user also must enter any weighting information that may be
required. STAMP can develop a fault isolation strategy that
considers failure rate, test costs, and test times, and such
factors must be provided if they are to be considered.

Testability |
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System ;i;'“- Dependency _ Testability or
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?
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Figure 1. STAMP Application Overview
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Figure 2. Sample System

Dependency and Testability Analysis

Given first-order inputs, STAMP employs a
mathematical algorithm to obtain all higher-order
dependencies through a manipulation of a matrix
representation of the first-order dependency

relationship. A full range of testability measures is then
generated through analysis of the high-order
dependency matrix. Table 1 lists these measures and
gives a brief definition of them and shows the values
obtained for the sample system.

Table 1. System Testability Measures
Measure Definition Sample
System
Value
Dependency A measure of test point connectivity 0.56
Component Leverage Percentage of components uniquely fault isolatable 0.67
(observability)
Modified Component Percentage of component groups uniquely fault isolatable 0.86
Leverage
External Dependency Factor | A -measure of dependency on external factors 0.11
Test Point Redundancy The percentage of test points which contain unique 0.86
Factor dependencies
Test Point Leverage A relative measure of the degree to which the test point set 0.67
meets theoretical fault isolation limits (controllability)
Modified Test Point Leverage| Test point leverage for a repackaged system 0.86




The measures are normalized values ranging from 0
to 1. Where applicable, the testability characteristic of a
comparably sized full-serial system is used as a basis for
normalization or analysis. For example, consider a system
consisting of eight components. If all components are
directly in series, three tests is the minimum necessary for
full fault isolation.* If each component required a separate
test, a maximum of eight tests would be required,
irrespective of the design. The limits of three and eight
then form the basis for developing the test point leverage
measure. The normalized measures allow comparison
across competing designs and also provide measures of
progress as design iterations take place.

STAMP provides an automatically generated
testability report. Six major outputs are provided:

. Testability Measures and Discussion

L]

. Component Ambiguity Groups

L]

. Test Point Redundancies and Excess Test

Points

L]

. Feedback Loops

L]

. Signature Analysis for Hidden Failures

L]

. Recommendations for Testability Improvement
Table 1 provided a list of measures and the

values for the sample system. Examples of

paragraphs discussing these measures developed
automatically by STAMP are provided below:

Dependency Measure (DEP = 0.555)

The moderate value of dependency indicates that
several gaps in dependency exist. Specialized or
adaptive techniques could sharply improve fault
isolation. Adaptive techniques may yield the best
fault isolation strategies approaching the
theoretical limits of between three and four
required tests.

Component Leverage (CL = 0.666 MCL - 0.857)

Several component ambiguity groups exist as
shown in Table 2. The table lists those com-
ponents whose faults cannot be individually
isolated with the current set of test points. Those
components with an asterisk are tied up in one or
more feedback loops. They should be packaged
together to reduce the number of good
components removed. With such packaging the
good component removal rate due to component
ambiguity is 0.142; without such pack-aging the
rate is 0.333. That rate could be reduced further by
adding test points to separate those components
not tied up in feed-back loops or by repackaging
those components.

*It can be shown that if there are n components in series,
at least (log n/log 2) tests are required."’

Table 2. Component Ambiguity
Groups
Group Cross Component
Number | Reference’ Number
T7 C3,*C7,* C9*
2 -- C5, C8

tRefers to a specific feedback loop in
Table 3 or an element

of that feedback loop.

*Indicates part of feedback loop.

Table 2 illustrates the identification of the
component ambiguity groups and feedback loop infor
mation. Table 3 shows the information provided through the
analysis of test point redundancies and excess test points.
A redundant test point is one for which another test point
provides identical information. An excess test point is one
whose information content is not necessary for fault
isolation. As an example, test point T, is excess for this
design because combinations of other tests (e.g., T3, T4,
and T7) can be used to provide the same information. This
type of conclusion is not easily reached by inspection even
for such a simple design as our illustrative problem.

Table 3. Test Point
Redundancies
Group Cross Redundancy
Number References Group
1 C3 T5* T7*

Test point analysis indicates one or more
of the following test points are not
needed:

Test 2, Test 5

tRefers to a specific feedback loop in
Table 2 or an element of that feedback
loop.

*Indicates part of feedback loop.

Signature Analysis for the Multiple Failure Case

One other analysis performed by STAMP s
identification of potential hidden failures and false
component failure indications. This is done through analysis
of the component failure signatures. A component failure
signature as used here can be mathematically defined as a
vector

Ki = (Ki1 Kiz, .., Kin)
where Kj; is equal to 1 if the ™ test would fail given C; has
failed, and Kj; = 0 otherwise. Component C; is said to
dominate Cx if Kjj 2 Ky forj =1, 2, .., n. Any reasonable



fault isolation procedure will isolate to the dominant
component first, which means that if multiple failures
were possible, the failure of any dominated
components would be hidden. We also have the
possibility that failure of two or more components may
lead to a false indication that another component has
failed. This would occur when there exists a subset of
components, say S, such that

UTlk,] -k,

J€8 _j] =i

That is, the failure signature of a group of components
"adds up" to the signature of another component.

STAMP identifies potential hidden and false failures as
shown in Table 4 for the sample system. In this case there
are no false indication possibilities (an asterisk would be
used to identify them), but failures in six of the
components as well as the input can hide other failures.
The recommended procedure is to determine for which
cases it is likely that multiple failures will occur because of
physical or environmental dependence. For such cases, it
may be desirable to replace both components -- e.g., if
the power supply is failed always replace the simple
resistor upon which it depends, or else it may be
worthwhile to employ a special test to determine if there is
a hidden failure of the resistor.

Table 4.  Sub-signature Equivalence Table
Number Failure Dominated Retest
Indication | Components with the
Following
Tests as
Initially
Given Good
1 T Cl, C2, C3, Ti
(Input) C4, C5, C6
2 C1 C2, C3, C4, T
C5, C6
3 C2 C4, C5 T6
4 C3 C4, C5, C6 T3
5 C4 C5 T6, T3
6 C6 C5 T4

The table also indicates how fault isolation should
proceed given that the indicated failure has been
corrected. To illustrate some of these points, consider
line 4 of Table 4. It is seen that a failure of component 3
could hide a failure of component 4. Assume that
engineering analysis shows that components 3 and 4
are physically dependent in such a manner that failure
of component 4 is likely to cause a failure of
component 3. Therefore, if through fault isolation C; is
identified as having failed and is replaced, it will likely
fail again if C4 is a hidden failure. Devising a special

test to identify multiple failures may be beneficial if the
occurrence probabilities are not insignificant and always
replacing both components will be too costly.

Testability Improvement Through Redesign

Referring back to Table 2, we see that components 3,
7, and 9 are in a feedback loop and that components 5 and
8 form an ambiguity group. Assume that it is decided to
insert a gate that is opened for test purposes to distinguish
between components C; and Cg. That will reduce the rate
of removal of good components from 0.33 to 0.22. That
change will still leave two ambiguity groups of two (Cs, Co
and Cs, Cg), which may not be satisfactory. Assume that
repackaging of Cs; and Cg into one replaceable unit is
satisfactory, leaving only the Cs and Cg ambiguity group.

Using our multiple failure example, assume it is
decided to eliminate the possibility of a Cs failure hiding a
C4 failure. To handle this as well as the remaining
ambiguity group, a special test may be developed that
distinguishes between components 4 and 5.

When these changes are made, the STAMP testability
analysis will show that all component groups are now fully
testable and that a component 4 failure is not hidden by a
component 3 failure. However, STAMP shows that the
modified system now is over-specified in that one or more of
test points Ty, T3, and Ts are not needed.

The design engineer should be asked to identify the
best candidate for elimination. Assume it is test T2; e.g.,
this test may require expensive access hardware or be
time consuming to perform. Rerunning STAMP without T2
will show that Test T5 is still not needed so that it can be
eliminated as well.
Redesign Summary

Specific redesign actions for the sample system taken
as a result of the STAMP analysis are listed below:

Insertion of a gate to open the feedback loop
Repackaging of two components

Addition of a special test

Deletion of two functional tests

These actions caused the following improvements in
testability:

e Component isolation was increased from 6
to 8.

e Component package isolation was increased
from 66.6 to 100 percent (component leverage
=1.0).

e An undesirable multiple failure dependency
situation was eliminated.



» Testability complexity was reduced in that the
modified system had one less test than the
original system (test point leverage increased
to 0.75).

Fault Isolation

STAMP can also be used to develop fault isolation
strategies. Generally, this would be under-taken after all
design changes are made or when the design can no
longer be changed. STAMP will provide an orderly and
efficient sequencing of the tests for fault isolation of
specific components through partitioning.

Dependency and Partitioning

The development of search strategies is usually
preceded by ordering. This ordering is a general
arrangement of upstream/downstream events. A search
strategy may exploit this ordering to select test points by
use of a sequence of partitions of the test points. A
diagnostic strategy defines the sequence of these
partitions and, therefore, the sequence of test points.
Complications exist with ordering when the ordering in
not unique* and certain elements cannot be ordered
such as those in feed-back loops, i.e., the interactive
mutual dependencies among two or more test events.
Table 5 summarizes strategies implemented in STAMP.
The adaptive or information theoretic strategy is new
and was designed to overcome the problems induced by
the orderin® requirement. STAMP does no ordering, but
where this lack of ordering creates a decision ambiguity,
the information theoretics is used to repair the
inconsistency and continue the fault path. To date, the
adaptive or information theoretic method has given both
a lower mean and a lower variance than other methods.
This is illustrated in Table 6, which shows a comparison
between the various techniques for an ordered system
containing 1B test points and 17 components.*™ The
theoretical limit assumes a 50/50 partition at each test.

Fault Isolation of the Sample System

STAMP offers two methods of fault isolation. The
first is interactive and provides the sequence of tests
together with information on how to conduct and
interpret the tests. When sufficient information has been
obtained to isolate the faults, the identification of any
failed component is revealed. The second is fault tree
development, or a complete set of instructions on how
to proceed from a given set of initial conditions. Figure 3
shows the fault tree generated for the redesigned
sample system using the adaptive method with no initial
conditions. Adaptive fault trees may also be weighted for
cost, time, or MTBF data to provide specific isolation
objectives. Details of these and other fault isolation data
in STAMP are presented in Balaban, Simpson '

*In mathematical terminology, the test
dependencies are partially ordered, not well ordered.
**Example system taken from Cramer, et al."’

Table 5.  STAMP Implemented Search Strategies
Type of Ordering Strategy
Search Required

Directed Yes Test all test points
sequentially from right to
left in MDC, beginning
with first known fault,
except skip test points
where result can be
inferred from previous
tests.

Half-Interval, Yes Test at mid-point from

Directed left to right of remaining

Combination test points until a bad
test is encountered. Use
directed search from left
to right on tests upon
which bad test depends,
except skip tests whose
result can be inferred
from previous tests.

Half-Interval, Yes Same as above except

Directed that all inputs are tested

Combination prior to search.

with Pretest

of Inputs

Exponential, Yes Select test closest to 63

Directed percent partition from left

Combination to right of remaining test
points. Continue until a
bad test is encountered,
then use directed search
from right to left.

Exponential Yes Same as above, except
continue testing with
63 percent partition.

Adaptive or No For each test point, ask

Information how much information can

Theoretic be inferred from either
good or bad tests. Select
test points to optimize
answer.

Random No Randomly choose test
points using uniformly
distributed random
numbers.

Summary

STAMP has been useful in the development of
computer-aided design for testability and in the
generation of orderly, efficient fault isolation strategies.
The analysis is relatively inexpensive and its many
automatic features make it extremely attractive. Both
mainframe and micro-computer versions have been
implemented, the latter having the capability of handling



up to 248 test points and components combined.
STAMP has been used on a number of programs
including both fielded systems and those
undergoing preliminary design.

While there have been no direct applications of
interactive fault isolation to fielded systems to date,
STAMP offers a potential for video tape/disk
interface to provide a strong tool for fault isolation
by personnel with low skill levels. STAMP
applications to software verification, validation, and
debugging as well as medical diagnosis are also
being examined.

Table 6. Comparison of Search
Strategies for an
Example System
Average
Search Number Test
Strategy of Tests | Variance
Required
Directed 6.86 5.26
Half-Interval, 5.14 1.26
Directed
Combination
Half-Interval, 6.50 1.68
Directed
Combination
with Pretest
Exponential, 4.50 1.68
Directed
Combination
Exponential 4.43 1.24
Random 5.71 4.49
Theoretical 4.09 --
Limit
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