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)25(:25'
�� 7KLV�VWDQGDUG�LV�DSSURYHG�IRU�XVH�E\�DOO�'HSDUWPHQWV�DQG�$JHQFLHV�ZLWKLQ�WKH

'HSDUWPHQW�RI�'HIHQVH��'R'��
�� 7KH�'R'�LV�FRPPLWWHG�WR�SURWHFWLQJ��SULYDWH�DQG�SXEOLF�SHUVRQQHO�IURP�DFFLGHQWDO

GHDWK��LQMXU\��RU�RFFXSDWLRQDO�LOOQHVV��ZHDSRQ�V\VWHPV��HTXLSPHQW��PDWHULDO��DQG�IDFLOLWLHV�IURP
DFFLGHQWDO�GHVWUXFWLRQ�RU�GDPDJH��DQG�SXEOLF�SURSHUW\�ZKLOH�H[HFXWLQJ�LWV�PLVVLRQ�RI�QDWLRQDO
GHIHQVH���:LWKLQ�PLVVLRQ�UHTXLUHPHQWV��WKH�'R'�ZLOO�DOVR�HQVXUH�WKDW�WKH�TXDOLW\�RI�WKH
HQYLURQPHQW�LV�SURWHFWHG�WR�WKH�PD[LPXP�H[WHQW�SUDFWLFDO���7KH�'R'�KDV�LPSOHPHQWHG
HQYLURQPHQWDO��VDIHW\��DQG�KHDOWK�HIIRUWV�WR�PHHW�WKHVH�REMHFWLYHV���,QWHJUDO�WR�WKHVH�HIIRUWV�LV�WKH
XVH�RI�D�V\VWHP�VDIHW\�DSSURDFK�WR�PDQDJH�WKH�ULVN�RI�PLVKDSV�DVVRFLDWHG�ZLWK�'R'�RSHUDWLRQV�
$�NH\�REMHFWLYH�RI�WKH�'R'�V\VWHP�VDIHW\�DSSURDFK�LV�WR�LQFOXGH�PLVKDS�ULVN�PDQDJHPHQW
FRQVLVWHQW�ZLWK�PLVVLRQ�UHTXLUHPHQWV��LQ�WHFKQRORJ\�GHYHORSPHQW�E\�GHVLJQ�IRU�'R'�V\VWHPV�
VXEV\VWHPV��HTXLSPHQW��IDFLOLWLHV��DQG�WKHLU�LQWHUIDFHV�DQG�RSHUDWLRQ���7KH�'R'�JRDO�LV�]HUR
PLVKDSV�

�� 7KLV�VWDQGDUG�SUDFWLFH�DGGUHVVHV�DQ�DSSURDFK��D�VWDQGDUG�SUDFWLFH�QRUPDOO\�LGHQWLILHG
DV�V\VWHP�VDIHW\��XVHIXO�LQ�WKH�PDQDJHPHQW�RI�HQYLURQPHQWDO��VDIHW\��DQG�KHDOWK�PLVKDS�ULVNV
HQFRXQWHUHG�LQ�WKH�GHYHORSPHQW��WHVW��SURGXFWLRQ��XVH��DQG�GLVSRVDO�RI�'R'�V\VWHPV��VXEV\VWHPV�
HTXLSPHQW��DQG�IDFLOLWLHV���7KH�DSSURDFK�GHVFULEHG�KHUHLQ�FRQIRUPV�WR�WKH�DFTXLVLWLRQ�SURFHGXUHV
LQ�'R'�5HJXODWLRQ��������5�DQG�SURYLGHV�D�FRQVLVWHQW�PHDQV�RI�HYDOXDWLQJ�LGHQWLILHG�PLVKDS
ULVNV���0LVKDS�ULVN�PXVW�EH�LGHQWLILHG��HYDOXDWHG��DQG�PLWLJDWHG�WR�D�OHYHO�DFFHSWDEOH��DV�GHILQHG
E\�WKH�V\VWHP�XVHU�RU�FXVWRPHU��WR�WKH�DSSURSULDWH�DXWKRULW\��DQG�FRPSOLDQW�ZLWK�IHGHUDO�ODZV�DQG
UHJXODWLRQV��([HFXWLYH�2UGHUV��WUHDWLHV��DQG�DJUHHPHQWV���3URJUDP�WUDGH�VWXGLHV�DVVRFLDWHG�ZLWK
PLWLJDWLQJ�PLVKDS�ULVN�PXVW�FRQVLGHU�WRWDO�OLIH�F\FOH�FRVW�LQ�DQ\�GHFLVLRQ���5HVLGXDO�PLVKDS�ULVN
DVVRFLDWHG�ZLWK�DQ�LQGLYLGXDO�V\VWHP�PXVW�EH�UHSRUWHG�WR�DQG�DFFHSWHG�E\�WKH�DSSURSULDWH
DXWKRULW\�DV�GHILQHG�LQ�'R'�5HJXODWLRQ��������5����:KHQ�0,/�67'�����LV�UHTXLUHG�LQ�D
VROLFLWDWLRQ�RU�FRQWUDFW�DQG�QR�VSHFLILF�UHIHUHQFHV�DUH�LQFOXGHG��WKHQ�RQO\�WKRVH�UHTXLUHPHQWV
SUHVHQWHG�LQ�VHFWLRQ���DUH�DSSOLFDEOH�

����7KLV�UHYLVLRQ�DSSOLHV�WKH�WHQHWV�RI�DFTXLVLWLRQ�UHIRUP�WR�V\VWHP�VDIHW\�LQ�*RYHUQPHQW
SURFXUHPHQW���$�MRLQW�*RYHUQPHQW�,QGXVWULDO�SURFHVV�WHDP�RYHUVDZ�WKLV�UHYLVLRQ���7KH
*RYHUQPHQW�(OHFWURQLF�DQG�,QIRUPDWLRQ�7HFKQRORJ\�$VVRFLDWLRQ��*(,$���*����FRPPLWWHH�RQ
V\VWHP�VDIHW\�UHSUHVHQWHG�LQGXVWU\�RQ�WKH�SURFHVV�DFWLRQ�WHDP���6\VWHP�VDIHW\�LQIRUPDWLRQ��H�J��
V\VWHP�VDIHW\�WDVNV��FRPPRQO\�XVHG�DSSURDFKHV��HWF����DVVRFLDWHG�ZLWK�SUHYLRXV�YHUVLRQV�RI�WKLV
VWDQGDUG�DUH�LQ�WKH�'HIHQVH�$FTXLVLWLRQ�'HVNERRN��VHH��������7KLV�VWDQGDUG�SUDFWLFH�LV�QR�ORQJHU
WKH�VRXUFH�IRU�DQ\�VDIHW\�UHODWHG�GDWD�LWHP�GHVFULSWLRQV��','V��

�� $GGUHVV�EHQHILFLDO�FRPPHQWV��UHFRPPHQGDWLRQV��DGGLWLRQV��DQG�GHOHWLRQV��DQG�DQ\
SHUWLQHQW�LQIRUPDWLRQ�WKDW�PD\�EH�RI�XVH�LQ�LPSURYLQJ�WKLV�GRFXPHQW�WR���+4�$LU�)RUFH�0DWHULHO
&RPPDQG��6(6��������&KLGODZ�5RDG��:ULJKW�3DWWHUVRQ�$)%��2+��������������8VH�WKH
6WDQGDUGL]DWLRQ�'RFXPHQW�,PSURYHPHQW�3URSRVDO��''�)RUP�������DSSHDULQJ�DW�WKH�HQG�RI�WKLV
GRFXPHQW�RU�E\�OHWWHU�RU�HOHFWURQLF�PDLO�
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��� 6FRSH ����������������������������������������������������������������������������������������������������������������������� �
�� $33/,&$%/(�'2&80(176������������������������������������������������������������������������������������������� �
�� '(),1,7,216�������������������������������������������������������������������������������������������������������������������� �
��� $FURQ\PV�XVHG�LQ�WKLV�VWDQGDUG� ����������������������������������������������������������������������������� �
��� 'HILQLWLRQV��������������������������������������������������������������������������������������������������������������� �
����� $FTXLVLWLRQ�SURJUDP������������������������������������������������������������������������������������������������ �
����� 'HYHORSHU ���������������������������������������������������������������������������������������������������������������� �
����� +D]DUG ��������������������������������������������������������������������������������������������������������������������� �
����� +D]DUGRXV�PDWHULDO�������������������������������������������������������������������������������������������������� �
����� /LIH�F\FOH����������������������������������������������������������������������������������������������������������������� �
����� 0LVKDS��������������������������������������������������������������������������������������������������������������������� �
����� 0LVKDS�ULVN�������������������������������������������������������������������������������������������������������������� �
����� 3URJUDP�PDQDJHU ���������������������������������������������������������������������������������������������������� �
����� 5HVLGXDO�PLVKDS�ULVN ����������������������������������������������������������������������������������������������� �
������ 6DIHW\����������������������������������������������������������������������������������������������������������������������� �
������ 6XEV\VWHP���������������������������������������������������������������������������������������������������������������� �
������ 6\VWHP ��������������������������������������������������������������������������������������������������������������������� �
������ 6\VWHP�VDIHW\����������������������������������������������������������������������������������������������������������� �
������ 6\VWHP�VDIHW\�HQJLQHHULQJ��������������������������������������������������������������������������������������� �
�� *(1(5$/�5(48,5(0(176 ������������������������������������������������������������������������������������������ �
��� 'RFXPHQWDWLRQ�RI�WKH�V\VWHP�VDIHW\�DSSURDFK�������������������������������������������������������� �
��� ,GHQWLILFDWLRQ�RI�KD]DUGV������������������������������������������������������������������������������������������ �
��� $VVHVVPHQW�RI�PLVKDS�ULVN �������������������������������������������������������������������������������������� �
��� ,GHQWLILFDWLRQ�RI�PLVKDS�ULVN�PLWLJDWLRQ�PHDVXUHV �������������������������������������������������� �
��� 5HGXFWLRQ�RI�PLVKDS�ULVN�WR�DQ�DFFHSWDEOH�OHYHO ����������������������������������������������������� �
��� 9HULILFDWLRQ�RI�PLVKDS�ULVN�UHGXFWLRQ���������������������������������������������������������������������� �
��� 5HYLHZ�RI�KD]DUGV�DQG�DFFHSWDQFH�RI�UHVLGXDO�PLVKDS�ULVN�E\�WKH�DSSURSULDWH

DXWKRULW\ ������������������������������������������������������������������������������������������������������������������ �
��� 7UDFNLQJ�RI�KD]DUGV�DQG�UHVLGXDO�PLVKDS�ULVN��������������������������������������������������������� �
�� '(7$,/('�5(48,5(0(176 ����������������������������������������������������������������������������������������� �
�� 127(6�������������������������������������������������������������������������������������������������������������������������������� �
��� ,QWHQGHG�XVH������������������������������������������������������������������������������������������������������������� �
��� 'DWD�UHTXLUHPHQWV ��������������������������������������������������������������������������������������������������� �
��� 6XEMHFW�WHUP��NH\�ZRUGV��OLVWLQJ ����������������������������������������������������������������������������� �
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��� 'HILQLWLRQV�XVHG�LQ�WKLV�VWDQGDUG ����������������������������������������������������������������������������� �
��� ,QWHUQDWLRQDO�VWDQGDUGL]DWLRQ�DJUHHPHQWV���������������������������������������������������������������� �
��� ([SORVLYH�KD]DUG�FODVVLILFDWLRQ�DQG�FKDUDFWHULVWLF�GDWD ������������������������������������������ �
��� 8VH�RI�V\VWHP�VDIHW\�GDWD�LQ�FHUWLILFDWLRQ�DQG�RWKHU�VSHFLDOL]HG�VDIHW\�DSSURYDOV�� �
��� 'R'�DFTXLVLWLRQ�SUDFWLFHV ��������������������������������������������������������������������������������������� �
��� ,GHQWLILFDWLRQ�RI�FKDQJHV ����������������������������������������������������������������������������������������� �

$33(1',;(6
$ *XLGDQFH�IRU�LPSOHPHQWDWLRQ�RI�V\VWHP�VDIHW\�HIIRUWV ������������������������������������������� �

&21&/8',1*�0$7(5,$/������������������������������������������������������������������������������������������� ��
7$%/(6

7$%/(����������������������������������������������������������������������������������������������������������������������������� 3$*(
$�,� 6XJJHVWHG�PLVKDS�VHYHULW\�FDWHJRULHV ������������������������������������������������������������������� ��
$�,,� 6XJJHVWHG�PLVKDS�SUREDELOLW\�OHYHOV ��������������������������������������������������������������������� ��
$�,,,� ([DPSOH�PLVKDS�ULVN�DVVHVVPHQW�YDOXHV ��������������������������������������������������������������� ��
$�,9� ([DPSOH�PLVKDS�ULVN�FDWHJRULHV�DQG�PLVKDS�ULVN�DFFHSWDQFH�OHYHOV��������������������� ��
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����6&23(
��� 6FRSH���7KLV�GRFXPHQW�RXWOLQHV�D�VWDQGDUG�SUDFWLFH�IRU�FRQGXFWLQJ�V\VWHP�VDIHW\�
7KH�V\VWHP�VDIHW\�SUDFWLFH�DV�GHILQHG�KHUHLQ�FRQIRUPV�WR�WKH�DFTXLVLWLRQ�SURFHGXUHV�LQ

'R'�5HJXODWLRQ��������5�DQG�SURYLGHV�D�FRQVLVWHQW�PHDQV�RI�HYDOXDWLQJ�LGHQWLILHG�ULVNV�
0LVKDS�ULVN�PXVW�EH�LGHQWLILHG��HYDOXDWHG��DQG�PLWLJDWHG�WR�D�OHYHO�DFFHSWDEOH��DV�GHILQHG�E\�WKH
V\VWHP�XVHU�RU�FXVWRPHU��WR�WKH�DSSURSULDWH�DXWKRULW\�DQG�FRPSOLDQW�ZLWK�IHGHUDO��DQG�VWDWH�ZKHUH
DSSOLFDEOH��ODZV�DQG�UHJXODWLRQV��([HFXWLYH�2UGHUV��WUHDWLHV��DQG�DJUHHPHQWV���3URJUDP�WUDGH
VWXGLHV�DVVRFLDWHG�ZLWK�PLWLJDWLQJ�PLVKDS�ULVN�PXVW�FRQVLGHU�WRWDO�OLIH�F\FOH�FRVW�LQ�DQ\�GHFLVLRQ�
:KHQ�UHTXLULQJ�0,/�67'�����LQ�D�VROLFLWDWLRQ�RU�FRQWUDFW�DQG�QR�VSHFLILF�SDUDJUDSKV�RI�WKLV
VWDQGDUG�DUH�LGHQWLILHG��WKHQ�DSSO\�RQO\�WKRVH�UHTXLUHPHQWV�SUHVHQWHG�LQ�VHFWLRQ���
����$33/,&$%/(�'2&80(176
6HFWLRQV�������DQG���RI�WKLV�VWDQGDUG�FRQWDLQ�QR�DSSOLFDEOH�GRFXPHQWV���7KLV�VHFWLRQ�GRHV�QRW
LQFOXGH�GRFXPHQWV�FLWHG�LQ�RWKHU�VHFWLRQV�RI�WKLV�VWDQGDUG�RU�UHFRPPHQGHG�IRU�DGGLWLRQDO
LQIRUPDWLRQ�RU�DV�H[DPSOHV�
����'(),1,7,216

��� $FURQ\PV�XVHG�LQ�WKLV�VWDQGDUG���7KH�DFURQ\PV�XVHG�LQ�WKLV�VWDQGDUG�DUH�GHILQHG�DV
IROORZV�

D� $06'/ $FTXLVLWLRQ�0DQDJHPHQW�6\VWHP�	�'DWD�5HTXLUHPHQW�/LVW
E� $16, $PHULFDQ�1DWLRQDO�6WDQGDUG�,QVWLWXWH
F� ',' 'DWD�,WHP�'HVFULSWLRQ
G� 'R' 'HSDUWPHQW�RI�'HIHQVH
H� (6+ (QYLURQPHQWDO��6DIHW\��DQG�+HDOWK
I� *(,$ *RYHUQPHQW�(OHFWURQLF�	�,QIRUPDWLRQ�7HFKQRORJ\�$VVRFLDWLRQ
J� 0$,6 0DMRU�$XWRPDWHG�,QIRUPDWLRQ�6\VWHP
K� 0'$3 0DMRU�'HIHQVH�$FTXLVLWLRQ�3URJUDP
L�� 86$) 8QLWHG�6WDWHV�$LU�)RUFH
��� 'HILQLWLRQV���:LWKLQ�WKLV�GRFXPHQW��WKH�IROORZLQJ�GHILQLWLRQV�DSSO\��VHH������
����� $FTXLVLWLRQ�SURJUDP���$�GLUHFWHG��IXQGHG�HIIRUW�GHVLJQHG�WR�SURYLGH�D�QHZ�

LPSURYHG��RU�FRQWLQXLQJ�V\VWHP�LQ�UHVSRQVH�WR�D�YDOLGDWHG�RSHUDWLRQDO�QHHG�
����� 'HYHORSHU���7KH�LQGLYLGXDO�RU�RUJDQL]DWLRQ�DVVLJQHG�UHVSRQVLELOLW\�IRU�D

GHYHORSPHQW�HIIRUW���'HYHORSHUV�FDQ�EH�HLWKHU�LQWHUQDO�WR�WKH�JRYHUQPHQW�RU�FRQWUDFWRUV�
����� +D]DUG���$Q\�UHDO�RU�SRWHQWLDO�FRQGLWLRQ�WKDW�FDQ�FDXVH�LQMXU\��LOOQHVV��RU�GHDWK�WR

SHUVRQQHO��GDPDJH�WR�RU�ORVV�RI�D�V\VWHP��HTXLSPHQW�RU�SURSHUW\��RU�GDPDJH�WR�WKH�HQYLURQPHQW�
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����� +D]DUGRXV�PDWHULDO���$Q\�VXEVWDQFH�WKDW��GXH�WR�LWV�FKHPLFDO��SK\VLFDO��RU
ELRORJLFDO�QDWXUH��FDXVHV�VDIHW\��SXEOLF�KHDOWK��RU�HQYLURQPHQWDO�FRQFHUQV�WKDW�ZRXOG�UHTXLUH�DQ
HOHYDWHG�OHYHO�RI�HIIRUW�WR�PDQDJH�

����� /LIH�F\FOH���$OO�SKDVHV�RI�WKH�V\VWHP
V�OLIH�LQFOXGLQJ�GHVLJQ��UHVHDUFK��GHYHORSPHQW�
WHVW�DQG�HYDOXDWLRQ��SURGXFWLRQ��GHSOR\PHQW��LQYHQWRU\���RSHUDWLRQV�DQG�VXSSRUW��DQG�GLVSRVDO�

����� 0LVKDS���$Q�XQSODQQHG�HYHQW�RU�VHULHV�RI�HYHQWV�UHVXOWLQJ�LQ�GHDWK��LQMXU\�
RFFXSDWLRQDO�LOOQHVV��GDPDJH�WR�RU�ORVV�RI�HTXLSPHQW�RU�SURSHUW\��RU�GDPDJH�WR�WKH�HQYLURQPHQW�

����� 0LVKDS�ULVN���$Q�H[SUHVVLRQ�RI�WKH�LPSDFW�DQG�SRVVLELOLW\�RI�D�PLVKDS�LQ�WHUPV�RI
SRWHQWLDO�PLVKDS�VHYHULW\�DQG�SUREDELOLW\�RI�RFFXUUHQFH�

����� 3URJUDP�0DQDJHU��30����$�JRYHUQPHQW�RIILFLDO�ZKR�LV�UHVSRQVLEOH�IRU�PDQDJLQJ
DQ�DFTXLVLWLRQ�SURJUDP���$OVR��D�JHQHUDO�WHUP�RI�UHIHUHQFH�WR�WKRVH�RUJDQL]DWLRQV�GLUHFWHG�E\
LQGLYLGXDO�PDQDJHUV��H[HUFLVLQJ�DXWKRULW\�RYHU�WKH�SODQQLQJ��GLUHFWLRQ��DQG�FRQWURO�RI�WDVNV�DQG
DVVRFLDWHG�IXQFWLRQV�HVVHQWLDO�IRU�VXSSRUW�RI�GHVLJQDWHG�V\VWHPV���7KLV�WHUP�ZLOO�QRUPDOO\�EH
XVHG�LQ�OLHX�RI�DQ\�RWKHU�WLWOHV��H�J���V\VWHP�VXSSRUW�PDQDJHU��ZHDSRQ�SURJUDP�PDQDJHU��V\VWHP
PDQDJHU��DQG�SURMHFW�PDQDJHU�

����� 5HVLGXDO�PLVKDS�ULVN���7KH�UHPDLQLQJ�PLVKDS�ULVN�WKDW�H[LVWV�DIWHU�DOO�PLWLJDWLRQ
WHFKQLTXHV�KDYH�EHHQ�LPSOHPHQWHG�RU�H[KDXVWHG��LQ�DFFRUGDQFH�ZLWK�WKH�V\VWHP�VDIHW\�GHVLJQ
RUGHU�RI�SUHFHGHQFH��VHH������

������ ��6DIHW\���)UHHGRP�IURP�WKRVH�FRQGLWLRQV�WKDW�FDQ�FDXVH�GHDWK��LQMXU\��RFFXSDWLRQDO
LOOQHVV��GDPDJH�WR�RU�ORVV�RI�HTXLSPHQW�RU�SURSHUW\��RU�GDPDJH�WR�WKH�HQYLURQPHQW�

������ 6XEV\VWHP���$�JURXSLQJ�RI�LWHPV�VDWLVI\LQJ�D�ORJLFDO�JURXS�RI�IXQFWLRQV�ZLWKLQ�D
SDUWLFXODU�V\VWHP�

������ 6\VWHP���$Q�LQWHJUDWHG�FRPSRVLWH�RI�SHRSOH��SURGXFWV��DQG�SURFHVVHV�WKDW�SURYLGH
D�FDSDELOLW\�WR�VDWLVI\�D�VWDWHG�QHHG�RU�REMHFWLYH�

������ 6\VWHP�VDIHW\���7KH�DSSOLFDWLRQ�RI�HQJLQHHULQJ�DQG�PDQDJHPHQW�SULQFLSOHV�
FULWHULD��DQG�WHFKQLTXHV�WR�DFKLHYH�DFFHSWDEOH�PLVKDS�ULVN��ZLWKLQ�WKH�FRQVWUDLQWV�RI�RSHUDWLRQDO
HIIHFWLYHQHVV�DQG�VXLWDELOLW\��WLPH��DQG�FRVW��WKURXJKRXW�DOO�SKDVHV�RI�WKH�V\VWHP�OLIH�F\FOH�

������ 6\VWHP�VDIHW\�HQJLQHHULQJ���$Q�HQJLQHHULQJ�GLVFLSOLQH�WKDW�HPSOR\V�VSHFLDOL]HG
SURIHVVLRQDO�NQRZOHGJH�DQG�VNLOOV�LQ�DSSO\LQJ�VFLHQWLILF�DQG�HQJLQHHULQJ�SULQFLSOHV��FULWHULD��DQG
WHFKQLTXHV�WR�LGHQWLI\�DQG�HOLPLQDWH�KD]DUGV��LQ�RUGHU�WR�UHGXFH�WKH�DVVRFLDWHG�PLVKDS�ULVN�
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�� *(1(5$/�5(48,5(0(176
7KLV�VHFWLRQ�GHILQHV�WKH�V\VWHP�VDIHW\�UHTXLUHPHQWV�WR�SHUIRUP�WKURXJKRXW�WKH�OLIH�F\FOH�IRU�DQ\
V\VWHP��QHZ�GHYHORSPHQW��XSJUDGH��PRGLILFDWLRQ��UHVROXWLRQ�RI�GHILFLHQFLHV��RU�WHFKQRORJ\
GHYHORSPHQW���:KHQ�SURSHUO\�DSSOLHG��WKHVH�UHTXLUHPHQWV�VKRXOG�HQVXUH�WKH�LGHQWLILFDWLRQ�DQG
XQGHUVWDQGLQJ�RI�DOO�NQRZQ�KD]DUGV�DQG�WKHLU�DVVRFLDWHG�ULVNV��DQG�PLVKDS�ULVN�HOLPLQDWHG�RU
UHGXFHG�WR�DFFHSWDEOH�OHYHOV���7KH�REMHFWLYH�RI�V\VWHP�VDIHW\�LV�WR�DFKLHYH�DFFHSWDEOH�PLVKDS�ULVN
WKURXJK�D�V\VWHPDWLF�DSSURDFK�RI�KD]DUG�DQDO\VLV��ULVN�DVVHVVPHQW��DQG�ULVN�PDQDJHPHQW���7KLV
GRFXPHQW�GHOLQHDWHV�WKH�PLQLPXP�PDQGDWRU\�UHTXLUHPHQWV�IRU�DQ�DFFHSWDEOH�V\VWHP�VDIHW\
SURJUDP�IRU�DQ\�'R'�V\VWHP���:KHQ�0,/�67'�����LV�UHTXLUHG�LQ�D�VROLFLWDWLRQ�RU�FRQWUDFW��EXW
QR�VSHFLILF�UHIHUHQFHV�DUH�LQFOXGHG��WKHQ�RQO\�WKH�UHTXLUHPHQWV�LQ�WKLV�VHFWLRQ�DUH�DSSOLFDEOH�
6\VWHP�VDIHW\�UHTXLUHPHQWV�FRQVLVW�RI�WKH�IROORZLQJ�

��� 'RFXPHQWDWLRQ�RI�WKH�V\VWHP�VDIHW\�DSSURDFK���'RFXPHQW�WKH�GHYHORSHU
V�DQG
SURJUDP�PDQDJHU
V�DSSURYHG�V\VWHP�VDIHW\�HQJLQHHULQJ�DSSURDFK���7KLV�GRFXPHQWDWLRQ�VKDOO�

D���'HVFULEH�WKH�SURJUDP¶V�LPSOHPHQWDWLRQ�XVLQJ�WKH�UHTXLUHPHQWV�KHUHLQ���,QFOXGH
LGHQWLILFDWLRQ�RI�HDFK�KD]DUG�DQDO\VLV�DQG�PLVKDS�ULVN�DVVHVVPHQW�SURFHVV�XVHG�

E���,QFOXGH�LQIRUPDWLRQ�RQ�V\VWHP�VDIHW\�LQWHJUDWLRQ�LQWR�WKH�RYHUDOO�SURJUDP�VWUXFWXUH�
F���'HILQH�KRZ�KD]DUGV�DQG�UHVLGXDO�PLVKDS�ULVN�DUH�FRPPXQLFDWHG�WR�DQG�DFFHSWHG�E\�WKH

DSSURSULDWH�ULVN�DFFHSWDQFH�DXWKRULW\��VHH������DQG�KRZ�KD]DUGV�DQG�UHVLGXDO�PLVKDS�ULVN�ZLOO�EH
WUDFNHG��VHH������

��� ,GHQWLILFDWLRQ�RI�KD]DUGV���,GHQWLI\�KD]DUGV�WKURXJK�D�V\VWHPDWLF�KD]DUG�DQDO\VLV
SURFHVV�HQFRPSDVVLQJ�GHWDLOHG�DQDO\VLV�RI�V\VWHP�KDUGZDUH�DQG�VRIWZDUH��WKH�HQYLURQPHQW��LQ
ZKLFK�WKH�V\VWHP�ZLOO�H[LVW���DQG�WKH�LQWHQGHG�XVH�RU�DSSOLFDWLRQ���&RQVLGHU�DQG�XVH�KLVWRULFDO
KD]DUG�DQG�PLVKDS�GDWD��LQFOXGLQJ�OHVVRQV�OHDUQHG�IURP�RWKHU�V\VWHPV���,GHQWLILFDWLRQ�RI�KD]DUGV
LV�D�UHVSRQVLELOLW\�RI�DOO�SURJUDP�PHPEHUV���'XULQJ�KD]DUG�LGHQWLILFDWLRQ��FRQVLGHU�KD]DUGV�WKDW
FRXOG�RFFXU�RYHU�WKH�V\VWHP�OLIH�F\FOH�

��� $VVHVVPHQW�RI�PLVKDS�ULVN���$VVHVV�WKH�VHYHULW\�DQG�SUREDELOLW\�RI�WKH�PLVKDS�ULVN
DVVRFLDWHG�ZLWK�HDFK�LGHQWLILHG�KD]DUG��L�H���GHWHUPLQH�WKH�SRWHQWLDO�QHJDWLYH�LPSDFW�RI�WKH�KD]DUG
RQ�SHUVRQQHO��IDFLOLWLHV��HTXLSPHQW��RSHUDWLRQV��WKH�SXEOLF��DQG�WKH�HQYLURQPHQW��DV�ZHOO�DV�RQ�WKH
V\VWHP�LWVHOI���7KH�WDEOHV�LQ�$SSHQGL[�$�DUH�WR�EH�XVHG�XQOHVV�RWKHUZLVH�VSHFLILHG�

��� ,GHQWLILFDWLRQ�RI�PLVKDS�ULVN�PLWLJDWLRQ�PHDVXUHV���,GHQWLI\�SRWHQWLDO�PLVKDS�ULVN
PLWLJDWLRQ�DOWHUQDWLYHV�DQG�WKH�H[SHFWHG�HIIHFWLYHQHVV�RI�HDFK�DOWHUQDWLYH�RU�PHWKRG���0LVKDS�ULVN
PLWLJDWLRQ�LV�DQ�LWHUDWLYH�SURFHVV�WKDW�FXOPLQDWHV�ZKHQ�WKH�UHVLGXDO�PLVKDS�ULVN�KDV�EHHQ�UHGXFHG
WR�D�OHYHO�DFFHSWDEOH�WR�WKH�DSSURSULDWH�DXWKRULW\���7KH�V\VWHP�VDIHW\�GHVLJQ�RUGHU�RI�SUHFHGHQFH
IRU�PLWLJDWLQJ�LGHQWLILHG�KD]DUGV�LV�

D���(OLPLQDWH�KD]DUGV�WKURXJK�GHVLJQ�VHOHFWLRQ���,I�XQDEOH�WR�HOLPLQDWH�DQ�LGHQWLILHG
KD]DUG��UHGXFH�WKH�DVVRFLDWHG�PLVKDS�ULVN�WR�DQ�DFFHSWDEOH�OHYHO�WKURXJK�GHVLJQ�VHOHFWLRQ�
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E���,QFRUSRUDWH�VDIHW\�GHYLFHV���,I�XQDEOH�WR�HOLPLQDWH�WKH�KD]DUG�WKURXJK�GHVLJQ�VHOHFWLRQ�
UHGXFH�WKH�PLVKDS�ULVN�WR�DQ�DFFHSWDEOH�OHYHO�XVLQJ�SURWHFWLYH�VDIHW\�IHDWXUHV�RU�GHYLFHV�

F���3URYLGH�ZDUQLQJ�GHYLFHV���,I�VDIHW\�GHYLFHV�GR�QRW�DGHTXDWHO\�ORZHU�WKH�PLVKDS�ULVN�RI
WKH�KD]DUG��LQFOXGH�D�GHWHFWLRQ�DQG�ZDUQLQJ�V\VWHP�WR�DOHUW�SHUVRQQHO�WR�WKH�SDUWLFXODU�KD]DUG�

G���'HYHORS�SURFHGXUHV�DQG�WUDLQLQJ���:KHUH�LW�LV�LPSUDFWLFDO�WR�HOLPLQDWH�KD]DUGV�WKURXJK
GHVLJQ�VHOHFWLRQ�RU�WR�UHGXFH�WKH�DVVRFLDWHG�ULVN�WR�DQ�DFFHSWDEOH�OHYHO�ZLWK�VDIHW\�DQG�ZDUQLQJ
GHYLFHV��LQFRUSRUDWH�VSHFLDO�SURFHGXUHV�DQG�WUDLQLQJ���3URFHGXUHV�PD\�LQFOXGH�WKH�XVH�RI�SHUVRQDO
SURWHFWLYH�HTXLSPHQW���)RU�KD]DUGV�DVVLJQHG�&DWDVWURSKLF�RU�&ULWLFDO�PLVKDS�VHYHULW\�FDWHJRULHV�
DYRLG�XVLQJ�ZDUQLQJ��FDXWLRQ��RU�RWKHU�ZULWWHQ�DGYLVRU\�DV�WKH�RQO\�ULVN�UHGXFWLRQ�PHWKRG�

�����5HGXFWLRQ�RI�PLVKDS�ULVN�WR�DQ�DFFHSWDEOH�OHYHO���5HGXFH�WKH�PLVKDS�ULVN�WKURXJK�D
PLWLJDWLRQ�DSSURDFK�PXWXDOO\�DJUHHG�WR�E\�ERWK�WKH�GHYHORSHU�DQG�WKH�SURJUDP�PDQDJHU�
&RPPXQLFDWH�UHVLGXDO�PLVKDS�ULVN�DQG�KD]DUGV�WR�WKH�DVVRFLDWHG�WHVW�HIIRUW�IRU�YHULILFDWLRQ�

�����9HULILFDWLRQ�RI�PLVKDS�ULVN�UHGXFWLRQ���9HULI\�WKH�PLVKDS�ULVN�UHGXFWLRQ�DQG
PLWLJDWLRQ�WKURXJK�DSSURSULDWH�DQDO\VLV��WHVWLQJ��RU�LQVSHFWLRQ���'RFXPHQW�WKH�GHWHUPLQHG
UHVLGXDO�PLVKDS�ULVN���5HSRUW�DOO�QHZ�KD]DUGV�LGHQWLILHG�GXULQJ�WHVWLQJ�WR�WKH�SURJUDP�PDQDJHU
DQG�WKH�GHYHORSHU�

��� 5HYLHZ�RI�KD]DUGV�DQG�DFFHSWDQFH�RI�UHVLGXDO�PLVKDS�ULVN�E\�WKH�DSSURSULDWH
DXWKRULW\���1RWLI\�WKH�SURJUDP�PDQDJHU�RI�LGHQWLILHG�KD]DUGV�DQG�UHVLGXDO�PLVKDS�ULVN���8QOHVV
RWKHUZLVH�VSHFLILHG��WKH�VXJJHVWHG�WDEOHV�$�,�WKURXJK�$�,,,�RI�WKH�DSSHQGL[�ZLOO�EH�XVHG�WR�UDQN
UHVLGXDO�ULVN���7KH�SURJUDP�PDQDJHU�VKDOO�HQVXUH�WKDW�UHPDLQLQJ�KD]DUGV�DQG�UHVLGXDO�PLVKDS�ULVN
DUH�UHYLHZHG�DQG�DFFHSWHG�E\�WKH�DSSURSULDWH�ULVN�DFFHSWDQFH�DXWKRULW\��UHI��WDEOH�$�,9����7KH
DSSURSULDWH�ULVN�DFFHSWDQFH�DXWKRULW\�ZLOO�LQFOXGH�WKH�V\VWHP�XVHU�LQ�WKH�PLVKDS�ULVN�UHYLHZ���7KH
DSSURSULDWH�ULVN�DFFHSWDQFH�DXWKRULW\�VKDOO�IRUPDOO\�DFNQRZOHGJH�DQG�GRFXPHQW�DFFHSWDQFH�RI
KD]DUGV�DQG�UHVLGXDO�PLVKDS�ULVN�

��� 7UDFNLQJ�RI�KD]DUGV��WKHLU�FORVXUHV��DQG�UHVLGXDO�PLVKDS�ULVN���7UDFN�KD]DUGV��WKHLU
FORVXUH�DFWLRQV��DQG�WKH�UHVLGXDO�PLVKDS�ULVN���0DLQWDLQ�D�WUDFNLQJ�V\VWHP�WKDW�LQFOXGHV�KD]DUGV�
WKHLU�FORVXUH�DFWLRQV��DQG�UHVLGXDO�PLVKDS�ULVN�WKURXJKRXW�WKH�V\VWHP�OLIH�F\FOH���7KH�SURJUDP
PDQDJHU�VKDOO�NHHS�WKH�V\VWHP�XVHU�DGYLVHG�RI�WKH�KD]DUGV�DQG�UHVLGXDO�PLVKDS�ULVN�
�� '(7$,/('�5(48,5(0(176
3URJUDP�PDQDJHUV�VKDOO�LGHQWLI\�LQ�WKH�VROLFLWDWLRQ�DQG�V\VWHP�VSHFLILFDWLRQ�DQ\�VSHFLILF�V\VWHP
VDIHW\�HQJLQHHULQJ�UHTXLUHPHQWV�LQFOXGLQJ�ULVN�DVVHVVPHQW�DQG�DFFHSWDQFH��XQLTXH�FODVVLILFDWLRQV
DQG�FHUWLILFDWLRQV��VHH�����DQG�������RU�DQ\�PLVKDS�UHGXFWLRQ�QHHGV�XQLTXH�WR�WKHLU�SURJUDP�
$GGLWLRQDO�LQIRUPDWLRQ�LQ�GHYHORSLQJ�SURJUDP�VSHFLILF�UHTXLUHPHQWV�LV�ORFDWHG�LQ�$SSHQGL[�$�
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�� 127(6
�7KLV�VHFWLRQ�FRQWDLQV�LQIRUPDWLRQ�RI�D�JHQHUDO�RU�H[SODQDWRU\�QDWXUH�WKDW�PD\�EH�KHOSIXO��EXW�LV
QRW�PDQGDWRU\��

��� ,QWHQGHG�XVH���7KLV�VWDQGDUG�HVWDEOLVKHV�D�FRPPRQ�EDVLV�IRU�H[SHFWDWLRQV�RI�D
SURSHUO\�H[HFXWHG�V\VWHP�VDIHW\�HIIRUW�

��� 'DWD�UHTXLUHPHQWV���+D]DUG�DQDO\VLV�GDWD�PD\�EH�REWDLQHG�IURP�FRQWUDFWHG�VRXUFHV
E\�FLWLQJ�',�0,6&��������7HFKQLFDO�5HSRUW���6WXG\�6HUYLFHV���:KHQ�LW�LV�QHFHVVDU\�WR�REWDLQ
GDWD��OLVW�WKH�DSSOLFDEOH�'DWD�,WHP�'HVFULSWLRQV��','V��RQ�WKH�&RQWUDFW�'DWD�5HTXLUHPHQWV�/LVW
�''�)RUP��������H[FHSW�ZKHUH�WKH�'R'�)HGHUDO�$FTXLVLWLRQ�5HJXODWLRQ�6XSSOHPHQW�H[HPSWV
WKH�UHTXLUHPHQW�IRU�D�''�)RUP��������7KH�GHYHORSHU�DQG�WKH�SURJUDP�PDQDJHU�DUH�HQFRXUDJHG
WR�QHJRWLDWH�DFFHVV�WR�LQWHUQDO�GHYHORSPHQW�GDWD�ZKHQ�KDUG�FRSLHV�DUH�QRW�QHFHVVDU\���7KH\�DUH
DOVR�HQFRXUDJHG�WR�UHTXHVW�WKDW�DQ\�W\SH�RI�VDIHW\�SODQ�UHTXLUHG�WR�EH�SURYLGHG�E\�WKH
FRQWUDFWRU��EH�VXEPLWWHG�ZLWK�WKH�SURSRVDO���,W�LV�IXUWKHU�UHTXHVWHG�WKDW�DQ\�RI�WKH�EHORZ�OLVWHG
GDWD�LWHPV�EH�FRQGHQVHG�LQWR�WKH�VWDWHPHQW�RI�ZRUN�DQG�WKH�UHVXOWLQJ�GDWD�GHOLYHUHG�LQ�RQH
JHQHUDO�W\SH�VFLHQWLILF�UHSRUW�

&XUUHQW�','V��WKDW�PD\�EH�DSSOLFDEOH�WR�D�V\VWHP�VDIHW\�HIIRUW��FKHFN�'R'���������/�
$FTXLVLWLRQ�0DQDJHPHQW�6\VWHPV�DQG�'DWD�5HTXLUHPHQWV�&RQWURO�/LVW��$06'/��IRU�WKH�PRVW
FXUUHQW�YHUVLRQ�EHIRUH�XVLQJ���LQFOXGH�

','�1XPEHU ','�7LWOH
',�0,6&������ $PPXQLWLRQ�'DWD�&DUG
',�6$)7������ 6\VWHP�6DIHW\�+D]DUG�$QDO\VLV�5HSRUW
',�6$)7������ 6DIHW\�$VVHVVPHQW�5HSRUW
',�6$)7�������� (QJLQHHULQJ�&KDQJH�3URSRVDO�6\VWHP�6DIHW\�5HSRUW
',�6$)7�������� :DLYHU�RU�'HYLDWLRQ�6\VWHP�6DIHW\�5HSRUW
',�6$)7�������� 6\VWHP�6DIHW\�3URJUDP�3URJUHVV�5HSRUW
',�6$)7�������� 2FFXSDWLRQDO�+HDOWK�+D]DUG�$VVHVVPHQW
',�6$)7������ 5DGLDWLRQ�+D]DUG�&RQWURO�3URFHGXUHV
',�0,6&������ 7HFKQLFDO�5HSRUW���6WXG\�6HUYLFHV
',�6$)7������ ([SORVLYH�2UGQDQFH�'LVSRVDO�'DWD
',�6$)7������ 6DIHW\�6WXGLHV�5HSRUW
',�6$)7������ 6DIHW\�6WXGLHV�3ODQ
',�$'01������ &RQIHUHQFH�0LQXWHV
',�6$)7������ ([SORVLYH�+D]DUG�&ODVVLILFDWLRQ�'DWD
',�6$)7������ 0LVKDS�5LVN�$VVHVVPHQW�5HSRUW
',�,/66������ )DLOXUH�0RGH��(IIHFWV��&ULWLFDOLW\�$QDO\VLV�5HSRUW



0,/�67'����'

�

��� 6XEMHFW�WHUP��NH\�ZRUG��OLVWLQJ�
(QYLURQPHQWDO
+D]DUG
0LVKDS
0LVKDS�SUREDELOLW\�OHYHOV
0LVKDS�ULVN
0LVKDS�VHYHULW\�FDWHJRULHV
2FFXSDWLRQDO�+HDOWK
5HVLGXDO�PLVKDS�ULVN
6\VWHP�VDIHW\�HQJLQHHULQJ

��� 'HILQLWLRQV�XVHG�LQ�WKLV�VWDQGDUG���7KH�GHILQLWLRQV�DW�����PD\�EH�GLIIHUHQW�IURP
WKRVH�XVHG�LQ�RWKHU�VSHFLDOW\�DUHDV���2QH�PXVW�FDUHIXOO\�FKHFN�WKH�VSHFLILF�GHILQLWLRQ�RI�D�WHUP
LQ�TXHVWLRQ�IRU�LWV�DUHD�RI�RULJLQDWLRQ�EHIRUH�DSSO\LQJ�WKH�DSSURDFK�GHVFULEHG�LQ�WKLV�GRFXPHQW�

��� ,QWHUQDWLRQDO�VWDQGDUGL]DWLRQ�DJUHHPHQWV���&HUWDLQ�SURYLVLRQV�RI�WKLV�VWDQGDUG�DUH
WKH�VXEMHFW�RI�LQWHUQDWLRQDO�VWDQGDUGL]DWLRQ�DJUHHPHQWV��$,5�67'������%��6DIHW\�'HVLJQ
5HTXLUHPHQWV�IRU�$LUERUQH�'LVSHQVHU�:HDSRQV��DQG�67$1$*�1R��������6DIHW\�'HVLJQ
5HTXLUHPHQWV�IRU�$LUERUQH�'LVSHQVHU�:HDSRQV����:KHQ�SURSRVLQJ�DPHQGPHQW��UHYLVLRQ��RU
FDQFHOODWLRQ�RI�WKLV�VWDQGDUG�WKDW�PLJKW�PRGLI\�WKH�LQWHUQDWLRQDO�DJUHHPHQW�FRQFHUQHG��WKH
SUHSDULQJ�DFWLYLW\�ZLOO�WDNH�DSSURSULDWH�DFWLRQ�WKURXJK�LQWHUQDWLRQDO�VWDQGDUGL]DWLRQ�FKDQQHOV�
LQFOXGLQJ�GHSDUWPHQWDO�VWDQGDUGL]DWLRQ�RIILFHV��WR�FKDQJH�WKH�DJUHHPHQW�RU�PDNH�RWKHU
DSSURSULDWH�DFFRPPRGDWLRQV�

��� ([SORVLYH�KD]DUG�FODVVLILFDWLRQ�DQG�FKDUDFWHULVWLF�GDWD���$Q\�QHZ�RU�PRGLILHG�LWHP�RI
PXQLWLRQV�RU�RI�DQ�H[SORVLYH�QDWXUH�WKDW�ZLOO�EH�WUDQVSRUWHG�WR�RU�VWRUHG�DW�D�'R'�LQVWDOODWLRQ�RU
IDFLOLW\�PXVW�ILUVW�REWDLQ�DQ�LQWHULP�RU�ILQDO�H[SORVLYH�KD]DUG�FODVVLILFDWLRQ���7KH�V\VWHP�VDIHW\
HIIRUW�VKRXOG�SURYLGH�WKH�GDWD�QHFHVVDU\�IRU�WKH�SURJUDP�PDQDJHU�WR�REWDLQ�WKH�QHFHVVDU\
FODVVLILFDWLRQ�V����7KHVH�GDWD�VKRXOG�LQFOXGH�LGHQWLILFDWLRQ�RI�VDIHW\�KD]DUGV�LQYROYHG�LQ�KDQGOLQJ�
VKLSSLQJ��DQG�VWRUDJH�UHODWHG�WR�SURGXFWLRQ��XVH��DQG�GLVSRVDO�RI�WKH�LWHP�

��� 8VH�RI�V\VWHP�VDIHW\�GDWD�LQ�FHUWLILFDWLRQ�DQG�RWKHU�VSHFLDOL]HG�VDIHW\�DSSURYDOV�
+D]DUG�DQDO\VHV�DUH�RIWHQ�UHTXLUHG�IRU�PDQ\�UHODWHG�FHUWLILFDWLRQV�DQG�VSHFLDOL]HG�UHYLHZV�
([DPSOHV�RI�DFWLYLWLHV�UHTXLULQJ�GDWD�JHQHUDWHG�GXULQJ�D�V\VWHP�VDIHW\�HIIRUW�LQFOXGH�

D���)HGHUDO�$YLDWLRQ�$JHQF\�DLUZRUWKLQHVV�FHUWLILFDWLRQ�RI�GHVLJQV�DQG�PRGLILFDWLRQV
E���'R'�DLUZRUWKLQHVV�GHWHUPLQDWLRQ
F���1XFOHDU�DQG�QRQ�QXFOHDU�PXQLWLRQV�FHUWLILFDWLRQ
G���)OLJKW�UHDGLQHVV�UHYLHZV
H���)OLJKW�WHVW�VDIHW\�UHYLHZ�ERDUG�UHYLHZV
I���1XFOHDU�5HJXODWRU\�&RPPLVVLRQ�OLFHQVLQJ
J���'HSDUWPHQW�RI�(QHUJ\�FHUWLILFDWLRQ
6SHFLDO�VDIHW\�UHODWHG�DSSURYDO�DXWKRULWLHV�LQFOXGH�86$)�5DGLRLVRWRSH�&RPPLWWHH�

:HDSRQ�6\VWHP�([SORVLYH�6DIHW\�5HYLHZ�%RDUG��1DY\���1RQ�1XFOHDU�:HDSRQV�DQG�([SORVLYHV
6DIHW\�%RDUG��11:(6%���$UP\�)X]H�6DIHW\�5HYLHZ�%RDUG��7ULVHUYLFH�/DVHU�6DIHW\�5HYLHZ
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%RDUG��DQG�WKH�'R'�([SORVLYH�6DIHW\�%RDUG���$FTXLVLWLRQ�DJHQFLHV�VKRXOG�HQVXUH�WKDW
DSSURSULDWH�VHUYLFH�VDIHW\�DJHQF\�DSSURYDOV�DUH�REWDLQHG�SULRU�WR�XVH�RI�QHZ�RU�PRGLILHG
ZHDSRQV�V\VWHPV�LQ�DQ�RSHUDWLRQDO�RU�WHVW�HQYLURQPHQW�

��� 'R'�DFTXLVLWLRQ�SUDFWLFHV���,QIRUPDWLRQ�RQ�'R'�DFTXLVLWLRQ�SUDFWLFHV�LV�SUHVHQWHG�LQ
WKH�'HIHQVH�$FTXLVLWLRQ�'HVNERRN�DYDLODEOH�IURP�WKH�'HVNERRN�-RLQW�3URJUDP�2IILFH��:ULJKW�
3DWWHUVRQ�$LU�)RUFH�%DVH��2KLR���1RWKLQJ�LQ�WKH�UHIHUHQFHG�LQIRUPDWLRQ�LV�FRQVLGHUHG�DGGLWLYH�WR
WKH�UHTXLUHPHQWV�SURYLGHG�LQ�WKLV�VWDQGDUG�

��� ,GHQWLILFDWLRQ�RI�FKDQJHV���'XH�WR�WKH�H[WHQW�RI�WKH�FKDQJHV��PDUJLQDO�QRWDWLRQV�DUH
QRW�XVHG�LQ�WKLV�UHYLVLRQ�WR�LGHQWLI\�FKDQJHV�ZLWK�UHVSHFW�WR�WKH�SUHYLRXV�LVVXH�
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*8,'$1&(�)25�,03/(0(17$7,21�2)
$�6<67(0�6$)(7<�())257

$�� 6&23(
$������6FRSH���7KLV�DSSHQGL[�SURYLGHV�UDWLRQDOH�DQG�JXLGDQFH�WR�ILW�WKH�QHHGV�RI�PRVW

V\VWHP�VDIHW\�HIIRUWV���,W�LQFOXGHV�IXUWKHU�H[SODQDWLRQ�RI�WKH�HIIRUW�DQG�DFWLYLWLHV�DYDLODEOH�WR�PHHW
WKH�UHTXLUHPHQWV�GHVFULEHG�LQ�VHFWLRQ���RI�WKLV�VWDQGDUG���7KLV�DSSHQGL[�LV�QRW�D�PDQGDWRU\�SDUW
RI�WKLV�VWDQGDUG�DQG�LV�QRW�WR�EH�LQFOXGHG�LQ�VROLFLWDWLRQV�E\�UHIHUHQFH���+RZHYHU��SURJUDP
PDQDJHUV�PD\�H[WUDFW�SRUWLRQV�RI�WKLV�DSSHQGL[�IRU�LQFOXVLRQ�LQ�UHTXLUHPHQW�GRFXPHQWV�DQG
VROLFLWDWLRQV�
$�� $33/,&$%/(�'2&80(176

$���� *HQHUDO���7KH�GRFXPHQWV�OLVWHG�LQ�WKLV�VHFWLRQ�DUH�UHIHUHQFHG�LQ�VHFWLRQV�$����$���
DQG�$�����7KLV�VHFWLRQ�GRHV�QRW�LQFOXGH�GRFXPHQWV�FLWHG�LQ�RWKHU�VHFWLRQV�RI�WKLV�DSSHQGL[�RU
UHFRPPHQGHG�IRU�DGGLWLRQDO�LQIRUPDWLRQ�RU�DV�H[DPSOHV�

$���� *RYHUQPHQW�GRFXPHQWV�
$������ 6SHFLILFDWLRQV��VWDQGDUGV��DQG�KDQGERRNV���7KLV�VHFWLRQ�LV�QRW�DSSOLFDEOH�WR�WKLV

DSSHQGL[�
$������ 2WKHU�*RYHUQPHQW�GRFXPHQWV��GUDZLQJV��DQG�SXEOLFDWLRQV���7KH�IROORZLQJ�RWKHU

*RYHUQPHQW�GRFXPHQW�IRUPV�D�SDUW�RI�WKLV�GRFXPHQW�WR�WKH�H[WHQW�VSHFLILHG�KHUHLQ���8QOHVV
RWKHUZLVH�VSHFLILHG��WKH�LVVXH�LV�WKDW�FLWHG�LQ�WKH�VROLFLWDWLRQ�
'R'��������5 0DQGDWRU\�3URFHGXUHV�IRU�0DMRU�'HIHQVH�$FTXLVLWLRQ

3URJUDPV��0'$3V��DQG�0DMRU�$XWRPDWHG�,QIRUPDWLRQ
6\VWHP��0$,6��$FTXLVLWLRQ�3URJUDPV

�&RSLHV�RI�'R'��������5�DUH�DYDLODEOH�IURP�WKH�:DVKLQJWRQ�+HDGTXDUWHUV�6HUYLFHV�
'LUHFWLYHV�DQG�5HFRUGV�%UDQFK��'LUHFWLYHV�6HFWLRQ���:DVKLQJWRQ��'&�RU�IURP�WKH�'R'
$FTXLVLWLRQ�'HVNERRN��

$���� 1RQ�*RYHUQPHQW�SXEOLFDWLRQV���7KLV�VHFWLRQ�LV�QRW�DSSOLFDEOH�WR�WKLV�DSSHQGL[�
$���� 2UGHU�RI�SUHFHGHQFH���6LQFH�WKLV�DSSHQGL[�LV�QRW�PDQGDWRU\��LQ�HYHQW�RI�D�FRQIOLFW

EHWZHHQ�WKH�WH[W�RI�WKLV�DSSHQGL[�DQG�WKH�UHIHUHQFH�FLWHG�KHUHLQ��WKH�WH[W�RI�WKH�UHIHUHQFH�WDNHV
SUHFHGHQFH���1RWKLQJ�LQ�WKLV�DSSHQGL[�VXSHUVHGHV�DSSOLFDEOH�ODZV�DQG�UHJXODWLRQV�XQOHVV�D
VSHFLILF�H[HPSWLRQ�KDV�EHHQ�REWDLQHG�
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$�� '(),1,7,216
$������$FURQ\PV�XVHG�LQ�WKLV�DSSHQGL[���1R�DGGLWLRQDO�DFURQ\PV�DUH�XVHG�LQ�WKLV

DSSHQGL[�
$������'HILQLWLRQV���$GGLWLRQDO�GHILQLWLRQV�WKDW�DSSO\�WR�WKLV�DSSHQGL[�
$������ 'HYHORSPHQW�DJUHHPHQW���7KH�IRUPDO�GRFXPHQWDWLRQ�RI�WKH�DJUHHG�XSRQ�WDVNV

WKDW�WKH�GHYHORSHU�ZLOO�H[HFXWH�IRU�WKH�SURJUDP�PDQDJHU���)RU�D�FRPPHUFLDO�GHYHORSHU��WKLV
DJUHHPHQW�XVXDOO\�LV�LQ�WKH�IRUP�RI�D�ZULWWHQ�FRQWUDFW�

$������ )DLO�VDIH���$�GHVLJQ�IHDWXUH�WKDW�HQVXUHV�WKH�V\VWHP�UHPDLQV�VDIH��RU�LQ�WKH�HYHQW
RI�D�IDLOXUH��FDXVHV�WKH�V\VWHP�WR�UHYHUW�WR�D�VWDWH�WKDW�ZLOO�QRW�FDXVH�D�PLVKDS�

$������ +HDOWK�KD]DUG�DVVHVVPHQW���7KH�DSSOLFDWLRQ�RI�ELRPHGLFDO�NQRZOHGJH�DQG
SULQFLSOHV�WR�LGHQWLI\�DQG�HOLPLQDWH�RU�FRQWURO�KHDOWK�KD]DUGV�DVVRFLDWHG�ZLWK�V\VWHPV�LQ�GLUHFW
VXSSRUW�RI�WKH�OLIH�F\FOH�PDQDJHPHQW�RI�PDWHULHO�LWHPV�

$������ 0LVKDS�SUREDELOLW\���7KH�DJJUHJDWH�SUREDELOLW\�RI�RFFXUUHQFH�RI�WKH�LQGLYLGXDO
HYHQWV�KD]DUGV�WKDW�PLJKW�FUHDWH�D�VSHFLILF�PLVKDS�

$������ 0LVKDS�SUREDELOLW\�OHYHOV���$Q�DUELWUDU\�FDWHJRUL]DWLRQ�WKDW�SURYLGHV�D
TXDOLWDWLYH�PHDVXUH�RI�WKH�PRVW�UHDVRQDEOH�OLNHOLKRRG�RI�RFFXUUHQFH�RI�D�PLVKDS�UHVXOWLQJ�IURP
SHUVRQQHO�HUURU��HQYLURQPHQWDO�FRQGLWLRQV��GHVLJQ�LQDGHTXDFLHV��SURFHGXUDO�GHILFLHQFLHV��RU
V\VWHP��VXEV\VWHP��RU�FRPSRQHQW�IDLOXUH�RU�PDOIXQFWLRQ�

$������ 0LVKDS�ULVN�DVVHVVPHQW� 7KH�SURFHVV�RI�FKDUDFWHUL]LQJ�KD]DUGV�ZLWKLQ�ULVN�DUHDV
DQG�FULWLFDO�WHFKQLFDO�SURFHVVHV��DQDO\]LQJ�WKHP�IRU�WKHLU�SRWHQWLDO�PLVKDS�VHYHULW\�DQG
SUREDELOLWLHV�RI�RFFXUUHQFH��DQG�SULRULWL]LQJ�WKHP�IRU�ULVN�PLWLJDWLRQ�DFWLRQV�

$������ 0LVKDS�ULVN�FDWHJRULHV���$Q�DUELWUDU\�FDWHJRUL]DWLRQ�RI�PLVKDS�ULVN�DVVHVVPHQW
YDOXHV�RIWHQ�XVHG�WR�JHQHUDWH�VSHFLILF�DFWLRQ�VXFK�DV�PDQGDWRU\�UHSRUWLQJ�RI�FHUWDLQ�KD]DUGV�WR
PDQDJHPHQW�IRU�DFWLRQ��RU�IRUPDO�DFFHSWDQFH�RI�WKH�DVVRFLDWHG�PLVKDS�ULVN�

$������ 0LVKDS�VHYHULW\���$Q�DVVHVVPHQW�RI�WKH�FRQVHTXHQFHV�RI�WKH�PRVW�UHDVRQDEOH
FUHGLEOH�PLVKDS�WKDW�FRXOG�EH�FDXVHG�E\�D�VSHFLILF�KD]DUG�

$������ 0LVKDS�VHYHULW\�FDWHJRU\���$Q�DUELWUDU\�FDWHJRUL]DWLRQ�WKDW�SURYLGHV�D
TXDOLWDWLYH�PHDVXUH�RI�WKH�PRVW�UHDVRQDEOH�FUHGLEOH�PLVKDS�UHVXOWLQJ�IURP�SHUVRQQHO�HUURU�
HQYLURQPHQWDO�FRQGLWLRQV��GHVLJQ�LQDGHTXDFLHV��SURFHGXUDO�GHILFLHQFLHV��RU�V\VWHP��VXEV\VWHP��RU
FRPSRQHQW�IDLOXUH�RU�PDOIXQFWLRQ�

$������� 6DIHW\�FULWLFDO���$�WHUP�DSSOLHG�WR�DQ\�FRQGLWLRQ��HYHQW��RSHUDWLRQ��SURFHVV��RU
LWHP�ZKRVH�SURSHU�UHFRJQLWLRQ��FRQWURO��SHUIRUPDQFH��RU�WROHUDQFH�LV�HVVHQWLDO�WR�VDIH�V\VWHP
RSHUDWLRQ�DQG�VXSSRUW��H�J���VDIHW\�FULWLFDO�IXQFWLRQ��VDIHW\�FULWLFDO�SDWK��RU�VDIHW\�FULWLFDO
FRPSRQHQW��
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$������� 6\VWHP�VDIHW\�PDQDJHPHQW���$OO�SODQV�DQG�DFWLRQV�WDNHQ�WR�LGHQWLI\��DVVHVV�
PLWLJDWH��DQG�FRQWLQXRXVO\�WUDFN��FRQWURO��DQG�GRFXPHQW�HQYLURQPHQWDO��VDIHW\��DQG�KHDOWK
PLVKDS�ULVNV�HQFRXQWHUHG�LQ�WKH�GHYHORSPHQW��WHVW��DFTXLVLWLRQ��XVH��DQG�GLVSRVDO�RI�'R'�ZHDSRQ
V\VWHPV��VXEV\VWHPV��HTXLSPHQW��DQG�IDFLOLWLHV�
$�� *(1(5$/�5(48,5(0(176

$������*HQHUDO���6\VWHP�VDIHW\�DSSOLHV�HQJLQHHULQJ�DQG�PDQDJHPHQW�SULQFLSOHV��FULWHULD�
DQG�WHFKQLTXHV�WR�DFKLHYH�DFFHSWDEOH�PLVKDS�ULVN��ZLWKLQ�WKH�FRQVWUDLQWV�RI�RSHUDWLRQDO
HIIHFWLYHQHVV��WLPH��DQG�FRVW��WKURXJKRXW�DOO�SKDVHV�RI�WKH�V\VWHP�OLIH�F\FOH���,W�GUDZV�XSRQ
SURIHVVLRQDO�NQRZOHGJH�DQG�VSHFLDOL]HG�VNLOOV�LQ�WKH�PDWKHPDWLFDO��SK\VLFDO��DQG�VFLHQWLILF
GLVFLSOLQHV��WRJHWKHU�ZLWK�WKH�SULQFLSOHV�DQG�PHWKRGV�RI�HQJLQHHULQJ�GHVLJQ�DQG�DQDO\VLV��WR
VSHFLI\�DQG�HYDOXDWH�WKH�HQYLURQPHQWDO��VDIHW\��DQG�KHDOWK�PLVKDS�ULVN�DVVRFLDWHG�ZLWK�D�V\VWHP�
([SHULHQFH�LQGLFDWHV�WKDW�WKH�GHJUHH�RI�VDIHW\�DFKLHYHG�LQ�D�V\VWHP�LV�GLUHFWO\�GHSHQGHQW�XSRQ
WKH�HPSKDVLV�JLYHQ���7KH�SURJUDP�PDQDJHU�DQG�WKH�GHYHORSHU�PXVW�DSSO\�WKLV�HPSKDVLV�GXULQJ
DOO�SKDVHV�RI�WKH�V\VWHP
V�OLIH�F\FOH���$�VDIH�GHVLJQ�LV�D�SUHUHTXLVLWH�IRU�VDIH�RSHUDWLRQV��ZLWK�WKH
JRDO�EHLQJ�WR�SURGXFH�DQ�LQKHUHQWO\�VDIH�SURGXFW�WKDW�ZLOO�KDYH�WKH�PLQLPXP�VDIHW\�LPSRVHG
RSHUDWLRQDO�UHVWULFWLRQV�

$��������6\VWHP�VDIHW\�LQ�HQYLURQPHQWDO�DQG�KHDOWK�KD]DUG�PDQDJHPHQW���'R'��������5
KDV�GLUHFWHG�WKH�LQWHJUDWLRQ�RI�HQYLURQPHQWDO��VDIHW\��DQG�KHDOWK�KD]DUG�PDQDJHPHQW�LQWR�WKH
V\VWHPV�HQJLQHHULQJ�SURFHVV���:KLOH�HQYLURQPHQWDO�DQG�KHDOWK�KD]DUG�PDQDJHPHQW�DUH�QRUPDOO\
DVVRFLDWHG�ZLWK�WKH�DSSOLFDWLRQ�RI�VWDWXWRU\�GLUHFWLRQ�DQG�UHTXLUHPHQWV��WKH�PDQDJHPHQW�RI
PLVKDS�ULVN�DVVRFLDWHG�ZLWK�DFWXDO�HQYLURQPHQWDO�DQG�KHDOWK�KD]DUGV�LV�GLUHFWO\�DGGUHVVHG�E\�WKH
V\VWHP�VDIHW\�DSSURDFK���7KHUHIRUH��HQYLURQPHQWDO�DQG�KHDOWK�KD]DUGV�FDQ�EH�DQDO\]HG�DQG
PDQDJHG�ZLWK�WKH�VDPH�WRROV�DV�DQ\�RWKHU�KD]DUG��ZKHWKHU�WKH\�DIIHFW�HTXLSPHQW��WKH
HQYLURQPHQW��RU�SHUVRQQHO�

$���� 3XUSRVH��VHH��������$OO�'R'�SURJUDP�PDQDJHUV�VKDOO�HVWDEOLVK�DQG�H[HFXWH
SURJUDPV�WKDW�PDQDJH�WKH�SUREDELOLW\�DQG�VHYHULW\�RI�DOO�KD]DUGV�IRU�WKHLU�V\VWHPV
�'R'��������5����3URYLVLRQ�IRU�V\VWHP�VDIHW\�UHTXLUHPHQWV�DQG�HIIRUW�DV�GHILQHG�E\�WKLV�VWDQGDUG
VKRXOG�EH�LQFOXGHG�LQ�DOO�DSSOLFDEOH�FRQWUDFWV�QHJRWLDWHG�E\�'R'���7KHVH�FRQWUDFWV�LQFOXGH�WKRVH
QHJRWLDWHG�ZLWKLQ�HDFK�'R'�DJHQF\��E\�RQH�'R'�DJHQF\�IRU�DQRWKHU��DQG�E\�'R'�IRU�RWKHU
*RYHUQPHQW�DJHQFLHV���,Q�DGGLWLRQ��HDFK�'R'�LQ�KRXVH�SURJUDP�ZLOO�DGGUHVV�V\VWHP�VDIHW\�

$��������6ROLFLWDWLRQV�DQG�FRQWUDFWV���$SSO\�WKH�UHTXLUHPHQWV�RI�VHFWLRQ���WR�DFTXLVLWLRQV�
,QFRUSRUDWH�0,/�67'�����LQ�WKH�OLVW�RI�FRQWUDFWXDO�FRPSOLDQFH�GRFXPHQWV��DQG�LQFOXGH�WKH
SRWHQWLDO�RI�D�GHYHORSHU�WR�H[HFXWH�VHFWLRQ���UHTXLUHPHQWV�DV�VRXUFH�VHOHFWLRQ�HYDOXDWLRQ�FULWHULD�
'HYHORSHUV�DUH�HQFRXUDJHG�WR�VXEPLW�ZLWK�WKHLU�SURSRVDO�D�SUHOLPLQDU\�SODQ�WKDW�GHVFULEHV�WKH
V\VWHP�VDIHW\�HIIRUW�UHTXLUHG�IRU�WKH�UHTXHVWHG�SURJUDP���:KHQ�GLUHFWHG�E\�WKH�SURJUDP�PDQDJHU�
DWWDFK�WKLV�SUHOLPLQDU\�SODQ�WR�WKH�FRQWUDFW�RU�UHIHUHQFH�LW�ZLWKLQ�WKH�VWDWHPHQW�RI�ZRUN��VR�LW
EHFRPHV�WKH�EDVLV�IRU�D�FRQWUDFWXDO�V\VWHP�VDIHW\�SURJUDP�

$������6\VWHP�VDIHW\�SODQQLQJ���%HIRUH�IRUPDOO\�GRFXPHQWLQJ�WKH�V\VWHP�VDIHW\�DSSURDFK�
WKH�SURJUDP�PDQDJHU��LQ�FRQFHUW�ZLWK�V\VWHPV�HQJLQHHULQJ�DQG�DVVRFLDWHG�V\VWHP�VDIHW\
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SURIHVVLRQDOV��PXVW�GHWHUPLQH�ZKDW�V\VWHP�VDIHW\�HIIRUW�LV�QHFHVVDU\�WR�PHHW�SURJUDP�DQG
UHJXODWRU\�UHTXLUHPHQWV���7KLV�HIIRUW�ZLOO�EH�EXLOW�DURXQG�WKH�UHTXLUHPHQWV�VHW�IRUWK�LQ�VHFWLRQ��
DQG�LQFOXGHV�GHYHORSLQJ�D�SODQQHG�DSSURDFK�IRU�VDIHW\�WDVN�DFFRPSOLVKPHQW��SURYLGLQJ�TXDOLILHG
SHRSOH�WR�DFFRPSOLVK�WKH�WDVNV��HVWDEOLVKLQJ�WKH�DXWKRULW\�IRU�LPSOHPHQWLQJ�WKH�VDIHW\�WDVNV
WKURXJK�DOO�OHYHOV�RI�PDQDJHPHQW��DQG�DOORFDWLQJ�DSSURSULDWH�UHVRXUFHV�WR�HQVXUH�WKDW�WKH�VDIHW\
WDVNV�DUH�FRPSOHWHG�

$��������6\VWHP�VDIHW\�SODQQLQJ�VXEWDVNV���6\VWHP�VDIHW\�SODQQLQJ�VXEWDVNV�VKRXOG�
D���(VWDEOLVK�VSHFLILF�VDIHW\�SHUIRUPDQFH�UHTXLUHPHQWV��VHH�$��������EDVHG�RQ�RYHUDOO

SURJUDP�UHTXLUHPHQWV�DQG�V\VWHP�XVHU�LQSXWV�
E���(VWDEOLVK�D�V\VWHP�VDIHW\�RUJDQL]DWLRQ�RU�IXQFWLRQ�DQG�WKH�UHTXLUHG�OLQHV�RI

FRPPXQLFDWLRQ�ZLWK�DVVRFLDWHG�RUJDQL]DWLRQV��JRYHUQPHQW�DQG�FRQWUDFWRU����(VWDEOLVK�LQWHUIDFHV
EHWZHHQ�V\VWHP�VDIHW\�DQG�RWKHU�IXQFWLRQDO�HOHPHQWV�RI�WKH�SURJUDP��DV�ZHOO�DV�ZLWK�RWKHU�VDIHW\
DQG�HQJLQHHULQJ�GLVFLSOLQHV��VXFK�DV�QXFOHDU��UDQJH��H[SORVLYH��FKHPLFDO��DQG�ELRORJLFDO��
'HVLJQDWH�WKH�RUJDQL]DWLRQDO�XQLW�UHVSRQVLEOH�IRU�H[HFXWLQJ�HDFK�VDIHW\�WDVN���(VWDEOLVK�WKH
DXWKRULW\�IRU�UHVROXWLRQ�RI�LGHQWLILHG�KD]DUGV�

F���(VWDEOLVK�V\VWHP�VDIHW\�PLOHVWRQHV�DQG�UHODWH�WKHVH�WR�PDMRU�SURJUDP�PLOHVWRQHV�
SURJUDP�HOHPHQW�UHVSRQVLELOLW\��DQG�UHTXLUHG�LQSXWV�DQG�RXWSXWV�

G���(VWDEOLVK�DQ�LQFLGHQW�DOHUWLQJ�QRWLILFDWLRQ��LQYHVWLJDWLRQ��DQG�UHSRUWLQJ�SURFHVV��WR
LQFOXGH�QRWLILFDWLRQ�RI�WKH�SURJUDP�PDQDJHU�

H���(VWDEOLVK�DQ�DFFHSWDEOH�OHYHO�RI�PLVKDS�ULVN��PLVKDS�SUREDELOLW\�DQG�VHYHULW\
WKUHVKROGV��DQG�GRFXPHQWDWLRQ�UHTXLUHPHQWV��LQFOXGLQJ�EXW�QRW�OLPLWHG�WR�KD]DUGV�DQG�UHVLGXDO
PLVKDS�ULVN��

I���(VWDEOLVK�DQ�DSSURDFK�DQG�PHWKRGRORJ\�IRU�UHSRUWLQJ�WR�WKH�SURJUDP�PDQDJHU�WKH
IROORZLQJ�PLQLPXP�LQIRUPDWLRQ�

�����6DIHW\�FULWLFDO�FKDUDFWHULVWLFV�DQG�IHDWXUHV�
�����2SHUDWLQJ��PDLQWHQDQFH��DQG�RYHUKDXO�VDIHW\�UHTXLUHPHQWV�
�����0HDVXUHV�XVHG�WR�HOLPLQDWH�RU�PLWLJDWH�KD]DUGV�
�����$FTXLVLWLRQ�PDQDJHPHQW�RI�KD]DUGRXV�PDWHULDOV�

J���(VWDEOLVK�WKH�PHWKRG�IRU�WKH�IRUPDO�DFFHSWDQFH�DQG�GRFXPHQWLQJ�RI�UHVLGXDO�PLVKDS
ULVNV�DQG�WKH�DVVRFLDWHG�KD]DUGV�

K���(VWDEOLVK�WKH�PHWKRG�IRU�FRPPXQLFDWLQJ�KD]DUGV��WKH�DVVRFLDWHG�ULVNV��DQG�UHVLGXDO
PLVKDS�ULVN�WR�WKH�V\VWHP�XVHU�
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L���6SHFLI\�UHTXLUHPHQWV�IRU�RWKHU�VSHFLDOL]HG�VDIHW\�DSSURYDOV��H�J���QXFOHDU��UDQJH�
H[SORVLYH��FKHPLFDO��ELRORJLFDO��HOHFWURPDJQHWLF�UDGLDWLRQ��DQG�ODVHUV��DV�QHFHVVDU\��UHIHUHQFH����
DQG������

$��������6DIHW\�SHUIRUPDQFH�UHTXLUHPHQWV���7KHVH�DUH�WKH�JHQHUDO�VDIHW\�UHTXLUHPHQWV
QHHGHG�WR�PHHW�WKH�FRUH�SURJUDP�REMHFWLYHV���7KH�PRUH�FORVHO\�WKHVH�UHTXLUHPHQWV�UHODWH�WR�D
JLYHQ�SURJUDP��WKH�PRUH�HDVLO\�WKH�GHVLJQHUV�FDQ�LQFRUSRUDWH�WKHP�LQWR�WKH�V\VWHP���,Q�WKH
DSSURSULDWH�V\VWHP�VSHFLILFDWLRQV��LQFRUSRUDWH�WKH�VDIHW\�SHUIRUPDQFH�UHTXLUHPHQWV�WKDW�DUH
DSSOLFDEOH��DQG�WKH�VSHFLILF�ULVN�OHYHOV�FRQVLGHUHG�DFFHSWDEOH�IRU�WKH�V\VWHP��$FFHSWDEOH�ULVN
OHYHOV�FDQ�EH�GHILQHG�LQ�WHUPV�RI��D�KD]DUG�FDWHJRU\�GHYHORSHG�WKURXJK�D�PLVKDS�ULVN�DVVHVVPHQW
PDWUL[��DQ�RYHUDOO�V\VWHP�PLVKDS�UDWH��GHPRQVWUDWLRQ�RI�FRQWUROV�UHTXLUHG�WR�SUHFOXGH
XQDFFHSWDEOH�FRQGLWLRQV��VDWLVIDFWLRQ�RI�VSHFLILHG�VWDQGDUGV�DQG�UHJXODWRU\�UHTXLUHPHQWV��RU�RWKHU
VXLWDEOH�PLVKDS�ULVN�DVVHVVPHQW�SURFHGXUHV���/LVWHG�EHORZ�DUH�H[DPSOHV�RI�VDIHW\�SHUIRUPDQFH
VWDWHPHQWV�

D���4XDQWLWDWLYH�UHTXLUHPHQWV���4XDQWLWDWLYH�UHTXLUHPHQWV�DUH�XVXDOO\�H[SUHVVHG�DV�D
IDLOXUH�RU�PLVKDS�UDWH��VXFK�DV��7KH�FDWDVWURSKLF�V\VWHP�PLVKDS�UDWH�VKDOO�QRW�H[FHHG�[�[[�;����\
SHU�RSHUDWLRQDO�KRXU��

E���0LVKDS�ULVN�UHTXLUHPHQWV���0LVKDS�ULVN�UHTXLUHPHQWV�FRXOG�EH�H[SUHVVHG�DV��1R
KD]DUGV�DVVLJQHG�D�&DWDVWURSKLF�PLVKDS�VHYHULW\�DUH�DFFHSWDEOH����0LVKDS�ULVN�UHTXLUHPHQWV
FRXOG�DOVR�EH�H[SUHVVHG�DV�D�OHYHO�GHILQHG�E\�D�PLVKDS�ULVN�DVVHVVPHQW��VHH�$�������������VXFK�DV
�1R�&DWHJRU\���RU�KLJKHU�PLVKDS�ULVNV�DUH�DFFHSWDEOH��

F���6WDQGDUGL]DWLRQ�UHTXLUHPHQWV���6WDQGDUGL]DWLRQ�UHTXLUHPHQWV�DUH�H[SUHVVHG�UHODWLYH�WR
D�NQRZQ�VWDQGDUG�WKDW�LV�UHOHYDQW�WR�WKH�V\VWHP�EHLQJ�GHYHORSHG���([DPSOHV�LQFOXGH���7KH�V\VWHP
ZLOO�FRPSO\�ZLWK�WKH�ODZV�RI�WKH�6WDWH�RI�;;;;;�DQG�EH�RSHUDEOH�RQ�WKH�KLJKZD\V�RI�WKH�6WDWH
RI�;;;;;��RU��7KH�V\VWHP�ZLOO�EH�GHVLJQHG�WR�PHHW�$16,�6WG�;;;�DV�D�PLQLPXP��

$��������6DIHW\�GHVLJQ�UHTXLUHPHQWV���7KH�SURJUDP�PDQDJHU��LQ�FRQFHUW�ZLWK�WKH�FKLHI
HQJLQHHU�DQG�XWLOL]LQJ�V\VWHPV�HQJLQHHULQJ�DQG�DVVRFLDWHG�V\VWHP�VDIHW\�SURIHVVLRQDOV��VKRXOG
HVWDEOLVK�VSHFLILF�VDIHW\�GHVLJQ�UHTXLUHPHQWV�IRU�WKH�RYHUDOO�V\VWHP���7KH�REMHFWLYH�RI�VDIHW\
GHVLJQ�UHTXLUHPHQWV�LV�WR�DFKLHYH�DFFHSWDEOH�PLVKDS�ULVN�WKURXJK�D�V\VWHPDWLF�DSSOLFDWLRQ�RI
GHVLJQ�JXLGDQFH�IURP�VWDQGDUGV��VSHFLILFDWLRQV��UHJXODWLRQV��GHVLJQ�KDQGERRNV��VDIHW\�GHVLJQ
FKHFNOLVWV��DQG�RWKHU�VRXUFHV���5HYLHZ�WKHVH�IRU�VDIHW\�GHVLJQ�SDUDPHWHUV�DQG�DFFHSWDQFH�FULWHULD
DSSOLFDEOH�WR�WKH�V\VWHP���6DIHW\�GHVLJQ�UHTXLUHPHQWV�GHULYHG�IURP�WKH�VHOHFWHG�SDUDPHWHUV��DV
ZHOO�DV�DQ\�DVVRFLDWHG�DFFHSWDQFH�FULWHULD��DUH�LQFOXGHG�LQ�WKH�V\VWHP�VSHFLILFDWLRQ���([SDQG�WKHVH
UHTXLUHPHQWV�DQG�FULWHULD�IRU�LQFOXVLRQ�LQ�WKH�DVVRFLDWHG�IROORZ�RQ�RU�ORZHU�OHYHO�VSHFLILFDWLRQV�
6HH�JHQHUDO�VDIHW\�V\VWHP�GHVLJQ�UHTXLUHPHQWV�EHORZ�

D���+D]DUGRXV�PDWHULDO�XVH�LV�PLQLPL]HG��HOLPLQDWHG��RU�DVVRFLDWHG�PLVKDS�ULVNV�DUH
UHGXFHG�WKURXJK�GHVLJQ��LQFOXGLQJ�PDWHULDO�VHOHFWLRQ�RU�VXEVWLWXWLRQ���:KHQ�XVLQJ�SRWHQWLDOO\
KD]DUGRXV�PDWHULDOV��VHOHFW�WKRVH�PDWHULDOV�WKDW�SRVH�WKH�OHDVW�ULVN�WKURXJKRXW�WKH�OLIH�F\FOH�RI�WKH
V\VWHP�
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E���+D]DUGRXV�VXEVWDQFHV��FRPSRQHQWV��DQG�RSHUDWLRQV�DUH�LVRODWHG�IURP�RWKHU�DFWLYLWLHV�
DUHDV��SHUVRQQHO��DQG�LQFRPSDWLEOH�PDWHULDOV�

F���(TXLSPHQW�LV�ORFDWHG�VR�WKDW�DFFHVV�GXULQJ�RSHUDWLRQV��VHUYLFLQJ��UHSDLU��RU�DGMXVWPHQW
PLQLPL]HV�SHUVRQQHO�H[SRVXUH�WR�KD]DUGV��H�J���KD]DUGRXV�VXEVWDQFHV��KLJK�YROWDJH�
HOHFWURPDJQHWLF�UDGLDWLRQ��DQG�FXWWLQJ�DQG�SXQFWXULQJ�VXUIDFHV��

G���3URWHFW�SRZHU�VRXUFHV��FRQWUROV��DQG�FULWLFDO�FRPSRQHQWV�RI�UHGXQGDQW�VXEV\VWHPV�E\
SK\VLFDO�VHSDUDWLRQ�RU�VKLHOGLQJ��RU�E\�RWKHU�DFFHSWDEOH�PHWKRGV�

I���&RQVLGHU�VDIHW\�GHYLFHV�WKDW�ZLOO�PLQLPL]H�PLVKDS�ULVN��H�J���LQWHUORFNV��UHGXQGDQF\�
IDLO�VDIH�GHVLJQ��V\VWHP�SURWHFWLRQ��ILUH�VXSSUHVVLRQ��DQG�SURWHFWLYH�PHDVXUHV�VXFK�DV�FORWKLQJ�
HTXLSPHQW��GHYLFHV��DQG�SURFHGXUHV��IRU�KD]DUGV�WKDW�FDQQRW�EH�HOLPLQDWHG���0DNH�SURYLVLRQV�IRU
SHULRGLF�IXQFWLRQDO�FKHFNV�RI�VDIHW\�GHYLFHV�ZKHQ�DSSOLFDEOH�

J���6\VWHP�GLVSRVDO��LQFOXGLQJ�H[SORVLYH�RUGQDQFH�GLVSRVDO��DQG�GHPLOLWDUL]DWLRQ�DUH
FRQVLGHUHG�LQ�WKH�GHVLJQ�

K���,PSOHPHQW�ZDUQLQJ�VLJQDOV�WR�PLQLPL]H�WKH�SUREDELOLW\�RI�LQFRUUHFW�SHUVRQQHO�UHDFWLRQ
WR�WKRVH�VLJQDOV��DQG�VWDQGDUGL]H�ZLWKLQ�OLNH�W\SHV�RI�V\VWHPV�

L���3URYLGH�ZDUQLQJ�DQG�FDXWLRQDU\�QRWHV�LQ�DVVHPEO\��RSHUDWLRQ��DQG�PDLQWHQDQFH
LQVWUXFWLRQV��DQG�SURYLGH�GLVWLQFWLYH�PDUNLQJV�RQ�KD]DUGRXV�FRPSRQHQWV��HTXLSPHQW��DQG
IDFLOLWLHV�WR�HQVXUH�SHUVRQQHO�DQG�HTXLSPHQW�SURWHFWLRQ�ZKHQ�QR�DOWHUQDWH�GHVLJQ�DSSURDFK�FDQ
HOLPLQDWH�D�KD]DUG���8VH�VWDQGDUG�ZDUQLQJ�DQG�FDXWLRQDU\�QRWDWLRQV�ZKHUH�PXOWLSOH�DSSOLFDWLRQV
RFFXU���6WDQGDUGL]H�QRWDWLRQV�LQ�DFFRUGDQFH�ZLWK�FRPPRQO\�DFFHSWHG�FRPPHUFLDO�SUDFWLFH�RU��LI
QRQH�H[LVWV��QRUPDO�PLOLWDU\�SURFHGXUHV���'R�QRW�XVH�ZDUQLQJ��FDXWLRQ��RU�RWKHU�ZULWWHQ�DGYLVRU\
DV�WKH�RQO\�ULVN�UHGXFWLRQ�PHWKRG�IRU�KD]DUGV�DVVLJQHG�WR�&DWDVWURSKLF�RU�&ULWLFDO�PLVKDS�VHYHULW\
FDWHJRULHV�

M���6DIHW\�FULWLFDO�WDVNV�PD\�UHTXLUH�SHUVRQQHO�SURILFLHQF\��LI�VR��WKH�GHYHORSHU�VKRXOG
SURSRVH�D�SURILFLHQF\�FHUWLILFDWLRQ�SURFHVV�WR�EH�XVHG�

N���6HYHULW\�RI�LQMXU\�RU�GDPDJH�WR�HTXLSPHQW�RU�WKH�HQYLURQPHQW�DV�D�UHVXOW�RI�D�PLVKDS
LV�PLQLPL]HG�

O���,QDGHTXDWH�RU�RYHUO\�UHVWULFWLYH�UHTXLUHPHQWV�UHJDUGLQJ�VDIHW\�DUH�QRW�LQFOXGHG�LQ�WKH
V\VWHP�VSHFLILFDWLRQ�

P���$FFHSWDEOH�ULVN�LV�DFKLHYHG�LQ�LPSOHPHQWLQJ�QHZ�WHFKQRORJ\��PDWHULDOV��RU�GHVLJQV�LQ
DQ�LWHP¶V�SURGXFWLRQ��WHVW��DQG�RSHUDWLRQ���&KDQJHV�WR�GHVLJQ��FRQILJXUDWLRQ��SURGXFWLRQ��RU
PLVVLRQ�UHTXLUHPHQWV��LQFOXGLQJ�DQ\�UHVXOWLQJ�V\VWHP�PRGLILFDWLRQV�DQG�XSJUDGHV��UHWURILWV�
LQVHUWLRQV�RI�QHZ�WHFKQRORJLHV�RU�PDWHULDOV��RU�XVH�RI�QHZ�SURGXFWLRQ�RU�WHVW�WHFKQLTXHV��DUH
DFFRPSOLVKHG�LQ�D�PDQQHU�WKDW�PDLQWDLQV�DQ�DFFHSWDEOH�OHYHO�RI�PLVKDS�ULVN���&KDQJHV�WR�WKH
HQYLURQPHQW�LQ�ZKLFK�WKH�V\VWHP�RSHUDWHV�DUH�DQDO\]HG�WR�LGHQWLI\�DQG�PLWLJDWH�DQ\�UHVXOWLQJ
KD]DUGV�RU�FKDQJHV�LQ�PLVKDS�ULVNV�
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$����������6RPH�SURJUDP�PDQDJHUV�LQFOXGH�WKH�IROORZLQJ�FRQGLWLRQV�LQ�WKHLU�VROLFLWDWLRQ�
V\VWHP�VSHFLILFDWLRQ��RU�FRQWUDFW�DV�UHTXLUHPHQWV�IRU�WKH�V\VWHP�GHVLJQ���7KHVH�FRQGLWLRQ
VWDWHPHQWV�DUH�XVHG�RSWLRQDOO\�DV�VXSSOHPHQWDO�UHTXLUHPHQWV�EDVHG�RQ�VSHFLILF�SURJUDP�QHHGV�

$������������8QDFFHSWDEOH�FRQGLWLRQV���7KH�IROORZLQJ�VDIHW\�FULWLFDO�FRQGLWLRQV�DUH
FRQVLGHUHG�XQDFFHSWDEOH�IRU�GHYHORSPHQW�HIIRUWV���3RVLWLYH�DFWLRQ�DQG�YHULILHG�LPSOHPHQWDWLRQ�LV
UHTXLUHG�WR�UHGXFH�WKH�PLVKDS�ULVN�DVVRFLDWHG�ZLWK�WKHVH�VLWXDWLRQV�WR�D�OHYHO�DFFHSWDEOH�WR�WKH
SURJUDP�PDQDJHU�

D���6LQJOH�FRPSRQHQW�IDLOXUH��FRPPRQ�PRGH�IDLOXUH��KXPDQ�HUURU��RU�D�GHVLJQ�IHDWXUH�WKDW
FRXOG�FDXVH�D�PLVKDS�RI�&DWDVWURSKLF�RU�&ULWLFDO�PLVKDS�VHYHULW\�FDWDJRULHV�

E���'XDO�LQGHSHQGHQW�FRPSRQHQW�IDLOXUHV��GXDO�LQGHSHQGHQW�KXPDQ�HUURUV��RU�D
FRPELQDWLRQ�RI�D�FRPSRQHQW�IDLOXUH�DQG�D�KXPDQ�HUURU�LQYROYLQJ�VDIHW\�FULWLFDO�FRPPDQG�DQG
FRQWURO�IXQFWLRQV��ZKLFK�FRXOG�FDXVH�D�PLVKDS�RI�&DWDVWURSKLF�RU�&ULWLFDO�PLVKDS�VHYHULW\
FDWDJRULHV�

F���*HQHUDWLRQ�RI�KD]DUGRXV�UDGLDWLRQ�RU�HQHUJ\��ZKHQ�QR�SURYLVLRQV�KDYH�EHHQ�PDGH�WR
SURWHFW�SHUVRQQHO�RU�VHQVLWLYH�VXEV\VWHPV�IURP�GDPDJH�RU�DGYHUVH�HIIHFWV�

G���3DFNDJLQJ�RU�KDQGOLQJ�SURFHGXUHV�DQG�FKDUDFWHULVWLFV�WKDW�FRXOG�FDXVH�D�PLVKDS�IRU
ZKLFK�QR�FRQWUROV�KDYH�EHHQ�SURYLGHG�WR�SURWHFW�SHUVRQQHO�RU�VHQVLWLYH�HTXLSPHQW�

H���+D]DUG�FDWHJRULHV�WKDW�DUH�VSHFLILHG�DV�XQDFFHSWDEOH�LQ�WKH�GHYHORSPHQW�DJUHHPHQW�
$������������$FFHSWDEOH�FRQGLWLRQV���7KH�IROORZLQJ�DSSURDFKHV�DUH�FRQVLGHUHG�DFFHSWDEOH

IRU�FRUUHFWLQJ�XQDFFHSWDEOH�FRQGLWLRQV�DQG�ZLOO�UHTXLUH�QR�IXUWKHU�DQDO\VLV�RQFH�PLWLJDWLQJ
DFWLRQV�DUH�LPSOHPHQWHG�DQG�YHULILHG�

D���)RU�QRQ�VDIHW\�FULWLFDO�FRPPDQG�DQG�FRQWURO�IXQFWLRQV��D�V\VWHP�GHVLJQ�WKDW�UHTXLUHV
WZR�RU�PRUH�LQGHSHQGHQW�KXPDQ�HUURUV��RU�WKDW�UHTXLUHV�WZR�RU�PRUH�LQGHSHQGHQW�IDLOXUHV��RU�D
FRPELQDWLRQ�RI�LQGHSHQGHQW�IDLOXUH�DQG�KXPDQ�HUURU�

E���)RU�VDIHW\�FULWLFDO�FRPPDQG�DQG�FRQWURO�IXQFWLRQV��D�V\VWHP�GHVLJQ�WKDW�UHTXLUHV�DW
OHDVW�WKUHH�LQGHSHQGHQW�IDLOXUHV��RU�WKUHH�LQGHSHQGHQW�KXPDQ�HUURUV��RU�D�FRPELQDWLRQ�RI�WKUHH
LQGHSHQGHQW�IDLOXUHV�DQG�KXPDQ�HUURUV�

F���6\VWHP�GHVLJQV�WKDW�SRVLWLYHO\�SUHYHQW�HUURUV�LQ�DVVHPEO\��LQVWDOODWLRQ��RU�FRQQHFWLRQV
WKDW�FRXOG�UHVXOW�LQ�D�PLVKDS�

G���6\VWHP�GHVLJQV�WKDW�SRVLWLYHO\�SUHYHQW�GDPDJH�SURSDJDWLRQ�IURP�RQH�FRPSRQHQW�WR
DQRWKHU�RU�SUHYHQW�VXIILFLHQW�HQHUJ\�SURSDJDWLRQ�WR�FDXVH�D�PLVKDS�

H���6\VWHP�GHVLJQ�OLPLWDWLRQV�RQ�RSHUDWLRQ��LQWHUDFWLRQ��RU�VHTXHQFLQJ�WKDW�SUHFOXGH
RFFXUUHQFH�RI�D�PLVKDS�
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I���6\VWHP�GHVLJQV�WKDW�SURYLGH�DQ�DSSURYHG�VDIHW\�IDFWRU��RU�D�IL[HG�GHVLJQ�DOORZDQFH�WKDW
OLPLWV��WR�DQ�DFFHSWDEOH�OHYHO��SRVVLELOLWLHV�RI�VWUXFWXUDO�IDLOXUH�RU�UHOHDVH�RI�HQHUJ\�VXIILFLHQW�WR
FDXVH�D�PLVKDS�

J���6\VWHP�GHVLJQV�WKDW�FRQWURO�HQHUJ\�EXLOG�XS�WKDW�FRXOG�SRWHQWLDOO\�FDXVH�D�PLVKDS
�H�J���IXVHV��UHOLHI�YDOYHV��RU�HOHFWULFDO�H[SORVLRQ�SURRILQJ��

K���6\VWHP�GHVLJQV�ZKHUH�FRPSRQHQW�IDLOXUH�FDQ�EH�WHPSRUDULO\�WROHUDWHG�EHFDXVH�RI
UHVLGXDO�VWUHQJWK�RU�DOWHUQDWH�RSHUDWLQJ�SDWKV��VR�WKDW�RSHUDWLRQV�FDQ�FRQWLQXH�ZLWK�D�UHGXFHG�EXW
DFFHSWDEOH�VDIHW\�PDUJLQ�

L���6\VWHP�GHVLJQV�WKDW�SRVLWLYHO\�DOHUW�WKH�FRQWUROOLQJ�SHUVRQQHO�WR�D�KD]DUGRXV�VLWXDWLRQ
ZKHUH�WKH�FDSDELOLW\�IRU�RSHUDWRU�UHDFWLRQ�KDV�EHHQ�SURYLGHG�

M���6\VWHP�GHVLJQV�WKDW�OLPLW�RU�FRQWURO�WKH�XVH�RI�KD]DUGRXV�PDWHULDOV�
$��������(OHPHQWV�RI�DQ�HIIHFWLYH�V\VWHP�VDIHW\�HIIRUW���(OHPHQWV�RI�DQ�HIIHFWLYH�V\VWHP

VDIHW\�HIIRUW�LQFOXGH�
D���0DQDJHPHQW�LV�DOZD\V�DZDUH�RI�WKH�PLVKDS�ULVNV�DVVRFLDWHG�ZLWK�WKH�V\VWHP��DQG

IRUPDOO\�GRFXPHQWV�WKLV�DZDUHQHVV���+D]DUGV�DVVRFLDWHG�ZLWK�WKH�V\VWHP�DUH�LGHQWLILHG��DVVHVVHG�
WUDFNHG��PRQLWRUHG��DQG�WKH�DVVRFLDWHG�ULVNV�DUH�HLWKHU�HOLPLQDWHG�RU�FRQWUROOHG�WR�DQ�DFFHSWDEOH
OHYHO�WKURXJKRXW�WKH�OLIH�F\FOH���,GHQWLI\�DQG�DUFKLYH�WKRVH�DFWLRQV�WDNHQ�WR�HOLPLQDWH�RU�UHGXFH
PLVKDS�ULVN�IRU�WUDFNLQJ�DQG�OHVVRQV�OHDUQHG�SXUSRVHV�

E���+LVWRULFDO�KD]DUG�DQG�PLVKDS�GDWD��LQFOXGLQJ�OHVVRQV�OHDUQHG�IURP�RWKHU�V\VWHPV��DUH
FRQVLGHUHG�DQG�XVHG�

F���(QYLURQPHQWDO�SURWHFWLRQ��VDIHW\��DQG�RFFXSDWLRQDO�KHDOWK��FRQVLVWHQW�ZLWK�PLVVLRQ
UHTXLUHPHQWV��DUH�GHVLJQHG�LQWR�WKH�V\VWHP�LQ�D�WLPHO\��FRVW�HIIHFWLYH�PDQQHU���,QFOXVLRQ�RI�WKH
DSSURSULDWH�VDIHW\�IHDWXUHV�LV�DFFRPSOLVKHG�GXULQJ�WKH�DSSOLFDEOH�SKDVHV�RI�WKH�V\VWHP�OLIH�F\FOH�

G���0LVKDS�ULVN�UHVXOWLQJ�IURP�KDUPIXO�HQYLURQPHQWDO�FRQGLWLRQV��H�J���WHPSHUDWXUH�
SUHVVXUH��QRLVH��WR[LFLW\��DFFHOHUDWLRQ��DQG�YLEUDWLRQ��DQG�KXPDQ�HUURU�LQ�V\VWHP�RSHUDWLRQ�DQG
VXSSRUW�LV�PLQLPL]HG�

H���6\VWHP�XVHUV�DUH�NHSW�DEUHDVW�RI�WKH�VDIHW\�RI�WKH�V\VWHP�DQG�LQFOXGHG�LQ�WKH�VDIHW\
GHFLVLRQ�SURFHVV�

$������6\VWHP�VDIHW\�HQJLQHHULQJ�HIIRUW���$V�VWDWHG�LQ�VHFWLRQ����D�V\VWHP�VDIHW\
HQJLQHHULQJ�HIIRUW�FRQVLVWV�RI�HLJKW�PDLQ�UHTXLUHPHQWV���7KH�IROORZLQJ�SDUDJUDSKV�SURYLGH
IXUWKHU�GHVFULSWLRQV�RQ�ZKDW�HIIRUWV�DUH�W\SLFDOO\�H[SHFWHG�GXH�WR�HDFK�RI�WKH�V\VWHP�VDIHW\
UHTXLUHPHQWV�OLVWHG�LQ�VHFWLRQ���

$��������'RFXPHQWDWLRQ�RI�WKH�V\VWHP�VDIHW\�DSSURDFK���7KH�GRFXPHQWDWLRQ�RI�WKH�V\VWHP
VDIHW\�DSSURDFK�VKRXOG�GHVFULEH�WKH�SODQQHG�WDVNV�DQG�DFWLYLWLHV�RI�V\VWHP�VDIHW\�PDQDJHPHQW
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DQG�V\VWHP�HQJLQHHULQJ�UHTXLUHG�WR�LGHQWLI\��HYDOXDWH��DQG�HOLPLQDWH�RU�FRQWURO�KD]DUGV��RU�WR
UHGXFH�WKH�UHVLGXDO�PLVKDS�ULVN�WR�D�OHYHO�DFFHSWDEOH�WKURXJKRXW�WKH�V\VWHP�OLIH�F\FOH���7KH
GRFXPHQWDWLRQ�VKRXOG�GHVFULEH��DV�D�PLQLPXP��WKH�IRXU�HOHPHQWV�RI�DQ�HIIHFWLYH�V\VWHP�VDIHW\
HIIRUW���D�SODQQHG�DSSURDFK�IRU�WDVN�DFFRPSOLVKPHQW��TXDOLILHG�SHRSOH�WR�DFFRPSOLVK�WDVNV��WKH
DXWKRULW\�WR�LPSOHPHQW�WDVNV�WKURXJK�DOO�OHYHOV�RI�PDQDJHPHQW��DQG�WKH�DSSURSULDWH�FRPPLWPHQW
RI�UHVRXUFHV��ERWK�PDQQLQJ�DQG�IXQGLQJ��WR�HQVXUH�WKDW�VDIHW\�WDVNV�DUH�FRPSOHWHG���6SHFLILFDOO\�
WKH�GRFXPHQWDWLRQ�VKRXOG�

D���'HVFULEH�WKH�VFRSH�RI�WKH�RYHUDOO�V\VWHP�SURJUDP�DQG�WKH�UHODWHG�V\VWHP�VDIHW\�HIIRUW�
'HILQH�V\VWHP�VDIHW\�SURJUDP�PLOHVWRQHV���5HODWH�WKHVH�WR�PDMRU�SURJUDP�PLOHVWRQHV��SURJUDP
HOHPHQW�UHVSRQVLELOLW\��DQG�UHTXLUHG�LQSXWV�DQG�RXWSXWV�

E���'HVFULEH�WKH�VDIHW\�WDVNV�DQG�DFWLYLWLHV�RI�V\VWHP�VDIHW\�PDQDJHPHQW�DQG�HQJLQHHULQJ�
'HVFULEH�WKH�LQWHUUHODWLRQVKLSV�EHWZHHQ�V\VWHP�VDIHW\�DQG�RWKHU�IXQFWLRQDO�HOHPHQWV�RI�WKH
SURJUDP���/LVW�WKH�RWKHU�SURJUDP�UHTXLUHPHQWV�DQG�WDVNV�DSSOLFDEOH�WR�V\VWHP�VDIHW\�DQG
UHIHUHQFH�ZKHUH�WKH\�DUH�VSHFLILHG�RU�GHVFULEHG���,QFOXGH�WKH�RUJDQL]DWLRQDO�UHODWLRQVKLSV
EHWZHHQ�RWKHU�IXQFWLRQDO�HOHPHQWV�KDYLQJ�UHVSRQVLELOLW\�IRU�WDVNV�ZLWK�V\VWHP�VDIHW\�LPSDFWV�DQG
WKH�V\VWHP�VDIHW\�PDQDJHPHQW�DQG�HQJLQHHULQJ�RUJDQL]DWLRQ�LQFOXGLQJ�WKH�UHYLHZ�DQG�DSSURYDO
DXWKRULW\�RI�WKRVH�WDVNV�

F���'HVFULEH�VSHFLILF�DQDO\VLV�WHFKQLTXHV�DQG�IRUPDWV�WR�EH�XVHG�LQ�TXDOLWDWLYH�RU
TXDQWLWDWLYH�DVVHVVPHQWV�RI�KD]DUGV��WKHLU�FDXVHV��DQG�HIIHFWV�

G���'HVFULEH�WKH�SURFHVV�WKURXJK�ZKLFK�PDQDJHPHQW�GHFLVLRQV�ZLOO�EH�PDGH��IRU�H[DPSOH�
WLPHO\�QRWLILFDWLRQ�RI�XQDFFHSWDEOH�ULVNV��QHFHVVDU\�DFWLRQ��LQFLGHQWV�RU�PDOIXQFWLRQV��ZDLYHUV�WR
VDIHW\�UHTXLUHPHQWV��DQG�SURJUDP�GHYLDWLRQV����,QFOXGH�D�GHVFULSWLRQ�RQ�KRZ�UHVLGXDO�PLVKDS�ULVN
LV�IRUPDOO\�DFFHSWHG�DQG�WKLV�DFFHSWDQFH�LV�GRFXPHQWHG�

H���'HVFULEH�WKH�PLVKDS�ULVN�DVVHVVPHQW�SURFHGXUHV��LQFOXGLQJ�WKH�PLVKDS�VHYHULW\
FDWHJRULHV��PLVKDS�SUREDELOLW\�OHYHOV��DQG�WKH�V\VWHP�VDIHW\�GHVLJQ�RUGHU�RI�SUHFHGHQFH�WKDW
VKRXOG�EH�IROORZHG�WR�VDWLVI\�WKH�VDIHW\�UHTXLUHPHQWV�RI�WKH�SURJUDP���6WDWH�DQ\�TXDOLWDWLYH�RU
TXDQWLWDWLYH�PHDVXUHV�RI�VDIHW\�WR�EH�XVHG�IRU�PLVKDS�ULVN�DVVHVVPHQW�LQFOXGLQJ�D�GHVFULSWLRQ�RI
WKH�DFFHSWDEOH�DQG�XQDFFHSWDEOH�ULVN�OHYHOV��LI�DSSOLFDEOH����,QFOXGH�V\VWHP�VDIHW\�GHILQLWLRQV�WKDW
PRGLI\��GHYLDWH�IURP��RU�DUH�LQ�DGGLWLRQ�WR�WKRVH�LQ�WKLV�VWDQGDUG�RU�JHQHUDOO\�DFFHSWHG�E\�WKH
V\VWHP�VDIHW\�FRPPXQLW\��VHH�'HIHQVH�$FTXLVLWLRQ�'HVNERRN�DQG�6\VWHP�6DIHW\�6RFLHW\¶V
6\VWHP�6DIHW\�$QDO\VLV�+DQGERRN���VHH�$������

I���'HVFULEH�KRZ�UHVROXWLRQ�DQG�DFWLRQ�UHODWLYH�WR�V\VWHP�VDIHW\�ZLOO�EH�LPSOHPHQWHG�DW
WKH�SURJUDP�PDQDJHPHQW�OHYHO�SRVVHVVLQJ�UHVROXWLRQ�DXWKRULW\�

J���'HVFULEH�WKH�YHULILFDWLRQ��H�J���WHVW��DQDO\VLV��GHPRQVWUDWLRQ��RU�LQVSHFWLRQ�
UHTXLUHPHQWV�IRU�HQVXULQJ�WKDW�VDIHW\�LV�DGHTXDWHO\�DWWDLQHG���,GHQWLI\�DQ\�FHUWLILFDWLRQ
UHTXLUHPHQWV�IRU�VRIWZDUH��VDIHW\�GHYLFHV��RU�RWKHU�VSHFLDO�VDIHW\�IHDWXUHV��H�J���UHQGHU�VDIH�DQG
HPHUJHQF\�GLVSRVDO�SURFHGXUHV��
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K��'HVFULEH�WKH�PLVKDS�RU�LQFLGHQW�QRWLILFDWLRQ��LQYHVWLJDWLRQ��DQG�UHSRUWLQJ�SURFHVV�IRU
WKH�SURJUDP��LQFOXGLQJ�QRWLILFDWLRQ�RI�WKH�SURJUDP�PDQDJHU�

L���'HVFULEH�WKH�DSSURDFK�IRU�FROOHFWLQJ�DQG�SURFHVVLQJ�SHUWLQHQW�KLVWRULFDO�KD]DUG�
PLVKDS��DQG�VDIHW\�OHVVRQV�OHDUQHG�GDWD���,QFOXGH�D�GHVFULSWLRQ�RQ�KRZ�D�V\VWHP�KD]DUG�ORJ�LV
GHYHORSHG�DQG�NHSW�FXUUHQW��VHH�$����������

M���'HVFULEH�KRZ�WKH�XVHU�LV�NHSW�DEUHDVW�RI�UHVLGXDO�PLVKDS�ULVN�DQG�WKH�DVVRFLDWHG
KD]DUGV�

$��������,GHQWLILFDWLRQ�RI�KD]DUGV���,GHQWLI\�KD]DUGV�WKURXJK�D�V\VWHPDWLF�KD]DUG�DQDO\VLV
SURFHVV�HQFRPSDVVLQJ�GHWDLOHG�DQDO\VLV�RI�V\VWHP�KDUGZDUH�DQG�VRIWZDUH��WKH�HQYLURQPHQW��LQ
ZKLFK�WKH�V\VWHP�ZLOO�H[LVW���DQG�WKH�LQWHQGHG�XVDJH�RU�DSSOLFDWLRQ���+LVWRULFDO�KD]DUG�DQG
PLVKDS�GDWD��LQFOXGLQJ�OHVVRQV�OHDUQHG�IURP�RWKHU�V\VWHPV��DUH�FRQVLGHUHG�DQG�XVHG�

$����������$SSURDFKHV�IRU�LGHQWLI\LQJ�KD]DUGV���1XPHURXV�DSSURDFKHV�KDYH�EHHQ
GHYHORSHG�DQG�XVHG�WR�LGHQWLI\�V\VWHP�KD]DUGV���$�NH\�DVSHFW�RI�PDQ\�RI�WKHVH�DSSURDFKHV�LV
HPSRZHULQJ�WKH�GHVLJQ�HQJLQHHU�ZLWK�WKH�DXWKRULW\�WR�GHVLJQ�VDIH�V\VWHPV�DQG�WKH�UHVSRQVLELOLW\
WR�LGHQWLI\�WR�SURJUDP�PDQDJHPHQW�WKH�KD]DUGV�DVVRFLDWHG�ZLWK�WKH�GHVLJQ���+D]DUG�LGHQWLILFDWLRQ
DSSURDFKHV�RIWHQ�LQFOXGH�XVLQJ�V\VWHP�XVHUV�LQ�WKH�HIIRUW���&RPPRQO\�XVHG�DSSURDFKHV�IRU
LGHQWLI\LQJ�KD]DUGV�FDQ�EH�IRXQG�LQ�WKH�'HIHQVH�$FTXLVLWLRQ�'HVNERRN�DQG�6\VWHP�6DIHW\
6RFLHW\¶V�6\VWHP�6DIHW\�$QDO\VLV�+DQGERRN��VHH�$�����

$��������$VVHVVPHQW�RI�PLVKDS�ULVN���$VVHVV�WKH�VHYHULW\�DQG�SUREDELOLW\�RI�WKH�PLVKDS
ULVN�DVVRFLDWHG�ZLWK�HDFK�LGHQWLILHG�KD]DUG��L�H���GHWHUPLQH�WKH�SRWHQWLDO�LPSDFW�RI�WKH�KD]DUG�RQ
SHUVRQQHO��IDFLOLWLHV��HTXLSPHQW��RSHUDWLRQV��WKH�SXEOLF��RU�HQYLURQPHQW��DV�ZHOO�DV�RQ�WKH�V\VWHP
LWVHOI���2WKHU�IDFWRUV��VXFK�DV�QXPEHUV�RI�SHUVRQV�H[SRVHG��PD\�DOVR�EH�XVHG�WR�DVVHVV�ULVN�

$����������0LVKDS�ULVN�DVVHVVPHQW�WRROV���7R�GHWHUPLQH�ZKDW�DFWLRQV�WR�WDNH�WR�HOLPLQDWH
RU�FRQWURO�LGHQWLILHG�KD]DUGV��D�V\VWHP�RI�GHWHUPLQLQJ�WKH�OHYHO�RI�PLVKDS�ULVN�LQYROYHG�PXVW�EH
GHYHORSHG���$�JRRG�PLVKDS�ULVN�DVVHVVPHQW�WRRO�ZLOO�HQDEOH�GHFLVLRQ�PDNHUV�WR�SURSHUO\
XQGHUVWDQG�WKH�OHYHO�RI�PLVKDS�ULVN�LQYROYHG��UHODWLYH�WR�ZKDW�LW�ZLOO�FRVW�LQ�VFKHGXOH�DQG�GROODUV
WR�UHGXFH�WKDW�PLVKDS�ULVN�WR�DQ�DFFHSWDEOH�OHYHO�

$����������7RRO�GHYHORSPHQW���7KH�NH\�WR�GHYHORSLQJ�PRVW�PLVKDS�ULVN�DVVHVVPHQW�WRROV
LV�WKH�FKDUDFWHUL]DWLRQ�RI�PLVKDS�ULVNV�E\�PLVKDS�VHYHULW\�DQG�PLVKDS�SUREDELOLW\���6LQFH�WKH
KLJKHVW�V\VWHP�VDIHW\�GHVLJQ�RUGHU�RI�SUHFHGHQFH�LV�WR�HOLPLQDWH�KD]DUGV�E\�GHVLJQ��D�PLVKDS�ULVN
DVVHVVPHQW�SURFHGXUH�FRQVLGHULQJ�RQO\�PLVKDS�VHYHULW\�ZLOO�JHQHUDOO\�VXIILFH�GXULQJ�WKH�HDUO\
GHVLJQ�SKDVH�WR�PLQLPL]H�WKH�V\VWHP¶V�PLVKDS�ULVNV��IRU�H[DPSOH��MXVW�GRQ¶W�XVH�KD]DUGRXV�RU
WR[LF�PDWHULDO�LQ�WKH�GHVLJQ����:KHQ�DOO�KD]DUGV�FDQQRW�EH�HOLPLQDWHG�GXULQJ�WKH�HDUO\�GHVLJQ
SKDVH��D�PLVKDS�ULVN�DVVHVVPHQW�SURFHGXUH�EDVHG�XSRQ�WKH�PLVKDS�SUREDELOLW\�DV�ZHOO�DV�WKH
PLVKDS�VHYHULW\�SURYLGHV�D�UHVXOWDQW�PLVKDS�ULVN�DVVHVVPHQW���7KH�DVVHVVPHQW�LV�XVHG�WR�HVWDEOLVK
SULRULWLHV�IRU�FRUUHFWLYH�DFWLRQ��UHVROXWLRQ�RI�LGHQWLILHG�KD]DUGV��DQG�QRWLILFDWLRQ�WR�PDQDJHPHQW
RI�WKH�PLVKDS�ULVNV���7KH�LQIRUPDWLRQ�SURYLGHG�KHUH�LV�D�VXJJHVWHG�WRRO�DQG�VHW�RI�GHILQLWLRQV�WKDW
FDQ�EH�XVHG���3URJUDP�PDQDJHUV�FDQ�GHYHORS�WRROV�DQG�GHILQLWLRQV�DSSURSULDWH�WR�WKHLU�LQGLYLGXDO
SURJUDPV�
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$������������0LVKDS�VHYHULW\���0LVKDS�VHYHULW\�FDWHJRULHV�DUH�GHILQHG�WR�SURYLGH�D
TXDOLWDWLYH�PHDVXUH�RI�WKH�PRVW�UHDVRQDEOH�FUHGLEOH�PLVKDS�UHVXOWLQJ�IURP�SHUVRQQHO�HUURU�
HQYLURQPHQWDO�FRQGLWLRQV��GHVLJQ�LQDGHTXDFLHV��SURFHGXUDO�GHILFLHQFLHV��RU�V\VWHP��VXEV\VWHP��RU
FRPSRQHQW�IDLOXUH�RU�PDOIXQFWLRQ���6XJJHVWHG�PLVKDS�VHYHULW\�FDWHJRULHV�DUH�VKRZQ�LQ�7DEOH�$�,�
7KH�GROODU�YDOXHV�VKRZQ�LQ�WKLV�WDEOH�VKRXOG�EH�HVWDEOLVKHG�RQ�D�V\VWHP�E\�V\VWHP�EDVLV
GHSHQGLQJ�RQ�WKH�VL]H�RI�WKH�V\VWHP�EHLQJ�FRQVLGHUHG�WR�UHIOHFW�WKH�OHYHO�RI�FRQFHUQ�

7$%/(�$�,���6XJJHVWHG�PLVKDS�VHYHULW\�FDWHJRULHV�

'HVFULSWLRQ &DWHJRU\ (QYLURQPHQWDO��6DIHW\��DQG�+HDOWK�5HVXOW�&ULWHULD
&DWDVWURSKLF , &RXOG�UHVXOW�LQ�GHDWK��SHUPDQHQW�WRWDO�GLVDELOLW\��ORVV

H[FHHGLQJ���0��RU�LUUHYHUVLEOH�VHYHUH�HQYLURQPHQWDO
GDPDJH�WKDW�YLRODWHV�ODZ�RU�UHJXODWLRQ�

&ULWLFDO ,, &RXOG�UHVXOW�LQ�SHUPDQHQW�SDUWLDO�GLVDELOLW\�� LQMXULHV
RU� RFFXSDWLRQDO� LOOQHVV� WKDW� PD\� UHVXOW� LQ
KRVSLWDOL]DWLRQ� RI� DW� OHDVW� WKUHH� SHUVRQQHO�� ORVV
H[FHHGLQJ� ����.� EXW� OHVV� WKDQ� ��0�� RU� UHYHUVLEOH
HQYLURQPHQWDO�GDPDJH�FDXVLQJ�D�YLRODWLRQ�RI�ODZ�RU
UHJXODWLRQ�

0DUJLQDO ,,, &RXOG� UHVXOW� LQ� LQMXU\� RU� RFFXSDWLRQDO� LOOQHVV
UHVXOWLQJ� LQ� RQH� RU� PRUH� ORVW� ZRUN� GD\V�V��� ORVV
H[FHHGLQJ����.�EXW�OHVV�WKDQ�����.��RU�PLWLJDWLEOH
HQYLURQPHQWDO� GDPDJH� ZLWKRXW� YLRODWLRQ� RI� ODZ� RU
UHJXODWLRQ� ZKHUH� UHVWRUDWLRQ� DFWLYLWLHV� FDQ� EH
DFFRPSOLVKHG�

1HJOLJLEOH ,9 &RXOG�UHVXOW�LQ�LQMXU\�RU�LOOQHVV�QRW�UHVXOWLQJ�LQ�D�ORVW
ZRUN�GD\��ORVV�H[FHHGLQJ���.�EXW�OHVV�WKDQ����.��RU
PLQLPDO�HQYLURQPHQWDO�GDPDJH�QRW�YLRODWLQJ�ODZ�RU
UHJXODWLRQ�

127(���7KHVH�PLVKDS�VHYHULW\�FDWHJRULHV�SURYLGH�JXLGDQFH�WR�D�ZLGH�YDULHW\�RI�SURJUDPV�
+RZHYHU��DGDSWDWLRQ�WR�D�SDUWLFXODU�SURJUDP�LV�JHQHUDOO\�UHTXLUHG�WR�SURYLGH�D�PXWXDO
XQGHUVWDQGLQJ�EHWZHHQ�WKH�SURJUDP�PDQDJHU�DQG�WKH�GHYHORSHU�DV�WR�WKH�PHDQLQJ�RI�WKH�WHUPV
XVHG�LQ�WKH�FDWHJRU\�GHILQLWLRQV���2WKHU�ULVN�DVVHVVPHQW�WHFKQLTXHV�PD\�EH�XVHG�SURYLGHG�WKDW
WKH�XVHU�DSSURYHV�WKHP�

$������������0LVKDS�SUREDELOLW\���0LVKDS�SUREDELOLW\�LV�WKH�SUREDELOLW\�WKDW�D�PLVKDS
ZLOO�RFFXU�GXULQJ�WKH�SODQQHG�OLIH�H[SHFWDQF\�RI�WKH�V\VWHP���,W�FDQ�EH�GHVFULEHG�LQ�WHUPV�RI
SRWHQWLDO�RFFXUUHQFHV�SHU�XQLW�RI�WLPH��HYHQWV��SRSXODWLRQ��LWHPV��RU�DFWLYLW\���$VVLJQLQJ�D
TXDQWLWDWLYH�PLVKDS�SUREDELOLW\�WR�D�SRWHQWLDO�GHVLJQ�RU�SURFHGXUDO�KD]DUG�LV�JHQHUDOO\�QRW
SRVVLEOH�HDUO\�LQ�WKH�GHVLJQ�SURFHVV���$W�WKDW�VWDJH��D�TXDOLWDWLYH�PLVKDS�SUREDELOLW\�PD\�EH
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GHULYHG�IURP�UHVHDUFK��DQDO\VLV��DQG�HYDOXDWLRQ�RI�KLVWRULFDO�VDIHW\�GDWD�IURP�VLPLODU�V\VWHPV�
6XSSRUWLQJ�UDWLRQDOH�IRU�DVVLJQLQJ�D�PLVKDS�SUREDELOLW\�LV�GRFXPHQWHG�LQ�KD]DUG�DQDO\VLV
UHSRUWV���6XJJHVWHG�TXDOLWDWLYH�PLVKDS�SUREDELOLW\�OHYHOV�DUH�VKRZQ�LQ�7DEOH�$�,,�

7$%/(�$�,,���6XJJHVWHG�PLVKDS�SUREDELOLW\�OHYHOV�

'HVFULSWLRQ
 /HYHO 6SHFLILF�,QGLYLGXDO�,WHP �)OHHW�RU�,QYHQWRU\


)UHTXHQW ����$ /LNHO\�WR�RFFXU�RIWHQ�LQ�WKH

OLIH�RI�DQ�LWHP��ZLWK�D
SUREDELOLW\�RI�RFFXUUHQFH
JUHDWHU�WKDQ������LQ�WKDW�OLIH�

&RQWLQXRXVO\
H[SHULHQFHG�

3UREDEOH ����% :LOO�RFFXU�VHYHUDO�WLPHV�LQ�WKH
OLIH�RI�DQ�LWHP��ZLWK�D
SUREDELOLW\�RI�RFFXUUHQFH�OHVV
WKDQ������EXW�JUHDWHU�WKDQ�����
LQ�WKDW�OLIH�

:LOO�RFFXU�IUHTXHQWO\�

2FFDVLRQDO ����& /LNHO\�WR�RFFXU�VRPH�WLPH�LQ
WKH�OLIH�RI�DQ�LWHP��ZLWK�D
SUREDELOLW\�RI�RFFXUUHQFH�OHVV
WKDQ������EXW�JUHDWHU�WKDQ�����
LQ�WKDW�OLIH�

:LOO�RFFXU�VHYHUDO
WLPHV�

5HPRWH ����' 8QOLNHO\�EXW�SRVVLEOH�WR�RFFXU
LQ�WKH�OLIH�RI�DQ�LWHP��ZLWK�D
SUREDELOLW\�RI�RFFXUUHQFH�OHVV
WKDQ������EXW�JUHDWHU�WKDQ�����
LQ�WKDW�OLIH�

8QOLNHO\��EXW�FDQ
UHDVRQDEO\�EH
H[SHFWHG�WR�RFFXU�

,PSUREDEOH ����( 6R�XQOLNHO\��LW�FDQ�EH�DVVXPHG
RFFXUUHQFH�PD\�QRW�EH
H[SHULHQFHG��ZLWK�D
SUREDELOLW\�RI�RFFXUUHQFH�OHVV
WKDQ������LQ�WKDW�OLIH�

8QOLNHO\�WR�RFFXU��EXW
SRVVLEOH�

���
'HILQLWLRQV�RI�GHVFULSWLYH�ZRUGV�PD\�KDYH�WR�EH�PRGLILHG�EDVHG�RQ�TXDQWLW\�RI�LWHPV
LQYROYHG�
�

7KH�H[SHFWHG�VL]H�RI�WKH�IOHHW�RU�LQYHQWRU\�VKRXOG�EH�GHILQHG�SULRU�WR�DFFRPSOLVKLQJ�DQ
DVVHVVPHQW�RI�WKH�V\VWHP�

$������������0LVKDS�ULVN�DVVHVVPHQW���0LVKDS�ULVN�FODVVLILFDWLRQ�E\�PLVKDS�VHYHULW\�DQG
PLVKDS�SUREDELOLW\�FDQ�EH�SHUIRUPHG�E\�XVLQJ�D�PLVKDS�ULVN�DVVHVVPHQW�PDWUL[���7KLV
DVVHVVPHQW�DOORZV�RQH�WR�DVVLJQ�D�PLVKDS�ULVN�DVVHVVPHQW�YDOXH�WR�D�KD]DUG�EDVHG�RQ�LWV�PLVKDS
VHYHULW\�DQG�LWV�PLVKDS�SUREDELOLW\���7KLV�YDOXH�LV�WKHQ�RIWHQ�XVHG�WR�UDQN�GLIIHUHQW�KD]DUGV�DV�WR
WKHLU�DVVRFLDWHG�PLVKDS�ULVNV���$Q�H[DPSOH�RI�D�PLVKDS�ULVN�DVVHVVPHQW�PDWUL[�LV�VKRZQ�DW
7DEOH�$�,,,�



0,/�67'����'
$33(1',;�$

��

7$%/(�$�,,,���([DPSOH�PLVKDS�ULVN�DVVHVVPHQW�YDOXHV�

6(9(5,7<
352%$%,/,7<

&DWDVWURSKLF &ULWLFDO 0DUJLQDO 1HJOLJLEOH

)UHTXHQW � � � ��
3UREDEOH � � � ��
2FFDVLRQDO � � �� ��
5HPRWH � �� �� ��
,PSUREDEOH �� �� �� ��

$������������0LVKDS�ULVN�FDWHJRULHV���0LVKDS�ULVN�DVVHVVPHQW�YDOXHV�DUH�RIWHQ�XVHG�LQ
JURXSLQJ�LQGLYLGXDO�KD]DUGV�LQWR�PLVKDS�ULVN�FDWHJRULHV���0LVKDS�ULVN�FDWHJRULHV�DUH�WKHQ�XVHG
WR�JHQHUDWH�VSHFLILF�DFWLRQ�VXFK�DV�PDQGDWRU\�UHSRUWLQJ�RI�FHUWDLQ�KD]DUGV�WR�PDQDJHPHQW�IRU
DFWLRQ�RU�IRUPDO�DFFHSWDQFH�RI�WKH�DVVRFLDWHG�PLVKDS�ULVN���7DEOH�$�,9�LQFOXGHV�DQ�H[DPSOH
OLVWLQJ�RI�PLVKDS�ULVN�FDWHJRULHV�DQG�WKH�DVVRFLDWHG�DVVHVVPHQW�YDOXHV���,Q�WKH�H[DPSOH��WKH
V\VWHP�PDQDJHPHQW�KDV�GHWHUPLQHG�WKDW�PLVKDS�ULVN�DVVHVVPHQW�YDOXHV���WKURXJK���FRQVWLWXWH
³+LJK´�ULVN�ZKLOH�YDOXHV���WKURXJK���FRQVWLWXWH�³6HULRXV´�ULVN�

7$%/(�$�,9���([DPSOH�PLVKDS�ULVN�FDWHJRULHV�DQG�PLVKDS�ULVN�DFFHSWDQFH�OHYHOV�

0LVKDS�5LVN
$VVHVVPHQW�9DOXH

0LVKDS�5LVN�&DWHJRU\ 0LVKDS�5LVN�$FFHSWDQFH
/HYHO

��±�� +LJK &RPSRQHQW�$FTXLVLWLRQ
([HFXWLYH

��±�� 6HULRXV 3URJUDP�([HFXWLYH�2IILFHU
���±��� 0HGLXP 3URJUDP�0DQDJHU
���±��� /RZ $V�GLUHFWHG

���
5HSUHVHQWDWLYH�PLVKDS�ULVN�DFFHSWDQFH�OHYHOV�DUH�VKRZQ�LQ�WKH�DERYH�WDEOH���0LVKDS�ULVN
DFFHSWDQFH�LV�GLVFXVVHG�LQ�SDUDJUDSK�$���������7KH�XVLQJ�RUJDQL]DWLRQ�PXVW�EH�FRQVXOWHG�E\�WKH
FRUUHVSRQGLQJ�OHYHOV�RI�SURJUDP�PDQDJHPHQW�SULRU�WR�PLVKDS�ULVN�DFFHSWDQFH�

$������������0LVKDS�ULVN�LPSDFW���7KH�PLVKDS�ULVN�LPSDFW�LV�DVVHVVHG��DV�QHFHVVDU\�
XVLQJ�RWKHU�IDFWRUV�WR�GLVFULPLQDWH�EHWZHHQ�KD]DUGV�KDYLQJ�WKH�VDPH�PLVKDS�ULVN�YDOXH���2QH
PLJKW�GLVFULPLQDWH�EHWZHHQ�KD]DUGV�ZLWK�WKH�VDPH�PLVKDS�ULVN�DVVHVVPHQW�YDOXH�LQ�WHUPV�RI
PLVVLRQ�FDSDELOLWLHV��RU�VRFLDO��HFRQRPLF��DQG�SROLWLFDO�IDFWRUV���3URJUDP�PDQDJHPHQW�ZLOO
FORVHO\�FRQVXOW�ZLWK�WKH�XVLQJ�RUJDQL]DWLRQ�RQ�WKH�GHFLVLRQV�XVHG�WR�SULRULWL]H�UHVXOWLQJ�DFWLRQV�

$����������0LVKDS�ULVN�DVVHVVPHQW�DSSURDFKHV���&RPPRQO\�XVHG�DSSURDFKHV�IRU�DVVHVVLQJ
PLVKDS�ULVN�FDQ�EH�IRXQG�LQ�WKH�'HIHQVH�$FTXLVLWLRQ�'HVNERRN�DQG�6\VWHP�6DIHW\�6RFLHW\¶V
6\VWHP�6DIHW\�$QDO\VLV�+DQGERRN��VHH�$�����
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$��������,GHQWLILFDWLRQ�RI�PLVKDS�ULVN�PLWLJDWLRQ�PHDVXUHV���,GHQWLI\�SRWHQWLDO�PLVKDS�ULVN
PLWLJDWLRQ�DOWHUQDWLYHV�DQG�WKH�H[SHFWHG�HIIHFWLYHQHVV�RI�HDFK�DOWHUQDWLYH�RU�PHWKRG���0LVKDS�ULVN
PLWLJDWLRQ�LV�DQ�LWHUDWLYH�SURFHVV�WKDW�FXOPLQDWHV�ZKHQ�WKH�UHVLGXDO�PLVKDS�ULVN�KDV�EHHQ�UHGXFHG
WR�D�OHYHO�DFFHSWDEOH�WR�WKH�DSSURSULDWH�DXWKRULW\�

$����������3ULRULWL]H�KD]DUGV�IRU�FRUUHFWLYH�DFWLRQ���+D]DUGV�VKRXOG�EH�SULRULWL]HG�VR�WKDW
FRUUHFWLYH�DFWLRQ�HIIRUWV�FDQ�EH�IRFXVHG�RQ�WKH�PRVW�VHULRXV�KD]DUGV�ILUVW���$�FDWHJRUL]DWLRQ�RI
KD]DUGV�PD\�EH�FRQGXFWHG�DFFRUGLQJ�WR�WKH�PLVKDS�ULVN�SRWHQWLDO�WKH\�SUHVHQW�

$����������6\VWHP�VDIHW\�GHVLJQ�RUGHU�RI�SUHFHGHQFH��VHH��������7KH�XOWLPDWH�JRDO�RI�D
V\VWHP�VDIHW\�SURJUDP�LV�WR�GHVLJQ�V\VWHPV�WKDW�FRQWDLQ�QR�KD]DUGV���+RZHYHU��VLQFH�WKH�QDWXUH
RI�PRVW�FRPSOH[�V\VWHPV�PDNHV�LW�LPSRVVLEOH�RU�LPSUDFWLFDO�WR�GHVLJQ�WKHP�FRPSOHWHO\�KD]DUG�
IUHH��D�VXFFHVVIXO�V\VWHP�VDIHW\�SURJUDP�RIWHQ�SURYLGHV�D�V\VWHP�GHVLJQ�ZKHUH�WKHUH�H[LVW�QR
KD]DUGV�UHVXOWLQJ�LQ�DQ�XQDFFHSWDEOH�OHYHO�RI�PLVKDS�ULVN���$V�KD]DUG�DQDO\VHV�DUH�SHUIRUPHG�
KD]DUGV�ZLOO�EH�LGHQWLILHG�WKDW�ZLOO�UHTXLUH�UHVROXWLRQ���7KH�V\VWHP�VDIHW\�GHVLJQ�RUGHU�RI
SUHFHGHQFH�GHILQHV�WKH�RUGHU�WR�EH�IROORZHG�IRU�VDWLVI\LQJ�V\VWHP�VDIHW\�UHTXLUHPHQWV�DQG
UHGXFLQJ�ULVNV���7KH�DOWHUQDWLYHV�IRU�HOLPLQDWLQJ�WKH�VSHFLILF�KD]DUG�RU�FRQWUROOLQJ�LWV�DVVRFLDWHG
ULVN�DUH�HYDOXDWHG�VR�WKDW�DQ�DFFHSWDEOH�PHWKRG�IRU�PLVKDS�ULVN�UHGXFWLRQ�FDQ�EH�DJUHHG�WR�

$��������5HGXFWLRQ�RI�PLVKDS�ULVN�WR�DQ�DFFHSWDEOH�OHYHO���5HGXFH�WKH�V\VWHP�PLVKDS�ULVN
WKURXJK�D�PLWLJDWLRQ�DSSURDFK�PXWXDOO\�DJUHHG�WR�E\�WKH�GHYHORSHU��SURJUDP�PDQDJHU�DQG�WKH
XVLQJ�RUJDQL]DWLRQ�

$����������&RPPXQLFDWLRQ�ZLWK�DVVRFLDWHG�WHVW�HIIRUWV���5HVLGXDO�PLVKDS�ULVN�DQG
DVVRFLDWHG�KD]DUGV�PXVW�EH�FRPPXQLFDWHG�WR�WKH�V\VWHP�WHVW�HIIRUWV�IRU�YHULILFDWLRQ�

$��������9HULILFDWLRQ�RI�PLVKDS�ULVN�UHGXFWLRQ���9HULI\�WKH�PLVKDS�ULVN�UHGXFWLRQ�DQG
PLWLJDWLRQ�WKURXJK�DSSURSULDWH�DQDO\VLV��WHVWLQJ��RU�LQVSHFWLRQ���'RFXPHQW�WKH�GHWHUPLQHG
UHVLGXDO�PLVKDS�ULVN���7KH�SURJUDP�PDQDJHU�PXVW�HQVXUH�WKDW�WKH�VHOHFWHG�PLWLJDWLRQ�DSSURDFKHV
ZLOO�UHVXOW�LQ�WKH�H[SHFWHG�UHVLGXDO�PLVKDS�ULVN���7R�SURYLGH�WKLV�DVVXUDQFH��WKH�V\VWHP�WHVW�HIIRUW
VKRXOG�YHULI\�WKH�SHUIRUPDQFH�RI�WKH�PLWLJDWLRQ�DFWLRQV���1HZ�KD]DUGV�LGHQWLILHG�GXULQJ�WHVWLQJ
PXVW�EH�UHSRUWHG�WR�WKH�SURJUDP�PDQDJHU�DQG�WKH�GHYHORSHU�

$����������7HVWLQJ�IRU�D�VDIH�GHVLJQ���7HVWV�DQG�GHPRQVWUDWLRQV�PXVW�EH�GHILQHG�WR
YDOLGDWH�VHOHFWHG�VDIHW\�IHDWXUHV�RI�WKH�V\VWHP���7HVW�RU�GHPRQVWUDWH�VDIHW\�FULWLFDO�HTXLSPHQW�DQG
SURFHGXUHV�WR�GHWHUPLQH�WKH�PLVKDS�VHYHULW\�RU�WR�HVWDEOLVK�WKH�PDUJLQ�RI�VDIHW\�RI�WKH�GHVLJQ�
&RQVLGHU�LQGXFHG�RU�VLPXODWHG�IDLOXUHV�WR�GHPRQVWUDWH�WKH�IDLOXUH�PRGH�DQG�DFFHSWDELOLW\�RI
VDIHW\�FULWLFDO�HTXLSPHQW���:KHQ�LW�FDQQRW�EH�DQDO\WLFDOO\�GHWHUPLQHG�ZKHWKHU�WKH�FRUUHFWLYH
DFWLRQ�WDNHQ�ZLOO�DGHTXDWHO\�FRQWURO�D�KD]DUG��FRQGXFW�VDIHW\�WHVWV�WR�HYDOXDWH�WKH�HIIHFWLYHQHVV�RI
WKH�FRQWUROV���:KHUH�FRVWV�IRU�VDIHW\�WHVWLQJ�ZRXOG�EH�SURKLELWLYH��VDIHW\�FKDUDFWHULVWLFV�RU
SURFHGXUHV�PD\�EH�YHULILHG�E\�HQJLQHHULQJ�DQDO\VHV��DQDORJ\��ODERUDWRU\�WHVW��IXQFWLRQDO
PRFNXSV��RU�VXEVFDOH�PRGHO�VLPXODWLRQ���,QWHJUDWH�WHVWLQJ�RI�VDIHW\�V\VWHPV�LQWR�DSSURSULDWH
V\VWHP�WHVW�DQG�GHPRQVWUDWLRQ�SODQV�WR�WKH�PD[LPXP�H[WHQW�SRVVLEOH�
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$����������&RQGXFWLQJ�VDIH�WHVWLQJ���7KH�SURJUDP�PDQDJHU�PXVW�HQVXUH�WKDW�WHVW�WHDPV�DUH
IDPLOLDU�ZLWK�PLVKDS�ULVNV�RI�WKH�V\VWHP� 7HVW�SODQV��SURFHGXUHV��DQG�WHVW�UHVXOWV�IRU�DOO�WHVWV
LQFOXGLQJ�GHVLJQ�YHULILFDWLRQ��RSHUDWLRQDO�HYDOXDWLRQ��SURGXFWLRQ�DFFHSWDQFH��DQG�VKHOI�OLIH
YDOLGDWLRQ�VKRXOG�EH�UHYLHZHG�WR�HQVXUH�WKDW�

D���6DIHW\�LV�DGHTXDWHO\�GHPRQVWUDWHG�
E���7KH�WHVWLQJ�ZLOO�EH�FRQGXFWHG�LQ�D�VDIH�PDQQHU�
F���$OO�DGGLWLRQDO�KD]DUGV�LQWURGXFHG�E\�WHVWLQJ�SURFHGXUHV��LQVWUXPHQWDWLRQ��WHVW

KDUGZDUH��DQG�WHVW�HQYLURQPHQW�DUH�SURSHUO\�LGHQWLILHG�DQG�FRQWUROOHG�
$����������&RPPXQLFDWLRQ�RI�QHZ�KD]DUGV�LGHQWLILHG�GXULQJ�WHVWLQJ���7HVWLQJ

RUJDQL]DWLRQV�PXVW�HQVXUH�WKDW�KD]DUGV�DQG�VDIHW\�GLVFUHSDQFLHV�GLVFRYHUHG�GXULQJ�WHVWLQJ�DUH
FRPPXQLFDWHG�WR�WKH�SURJUDP�PDQDJHU�DQG�WKH�GHYHORSHU�

$��������5HYLHZ�DQG�DFFHSWDQFH�RI�UHVLGXDO�PLVKDS�ULVN�E\�WKH�DSSURSULDWH�DXWKRULW\�
1RWLI\�WKH�SURJUDP�PDQDJHU�RI�LGHQWLILHG�KD]DUGV�DQG�UHVLGXDO�PLVKDS�ULVN���)RU�ORQJ�GXUDWLRQ
SURJUDPV��LQFUHPHQWDO�RU�SHULRGLF�UHSRUWLQJ�VKRXOG�EH�XVHG�

$����������5HVLGXDO�PLVKDS�ULVN���7KH�PLVKDS�ULVN�WKDW�UHPDLQV�DIWHU�DOO�SODQQHG�PLVKDS
ULVN�PDQDJHPHQW�PHDVXUHV�KDYH�EHHQ�LPSOHPHQWHG�LV�FRQVLGHUHG�UHVLGXDO�PLVKDS�ULVN���5HVLGXDO
PLVKDS�ULVN�LV�GRFXPHQWHG�DORQJ�ZLWK�WKH�UHDVRQ�V��IRU�LQFRPSOHWH�PLWLJDWLRQ�

$����������5HVLGXDO�PLVKDS�ULVN�PDQDJHPHQW���7KH�SURJUDP�PDQDJHU�PXVW�NQRZ�ZKDW
UHVLGXDO�PLVKDS�ULVN�H[LVWV�LQ�WKH�V\VWHP�EHLQJ�DFTXLUHG���)RU�VLJQLILFDQW�PLVKDS�ULVNV��WKH
SURJUDP�PDQDJHU�LV�UHTXLUHG�WR�HOHYDWH�UHSRUWLQJ�RI�UHVLGXDO�PLVKDS�ULVN�WR�KLJKHU�OHYHOV�RI
DSSURSULDWH�DXWKRULW\��VXFK�DV�WKH�3URJUDP�([HFXWLYH�2IILFHU�RU�&RPSRQHQW�$FTXLVLWLRQ
([HFXWLYH��IRU�DFWLRQ�RU�DFFHSWDQFH���7KH�SURJUDP�PDQDJHU�LV�HQFRXUDJHG�WR�DSSO\�DGGLWLRQDO
UHVRXUFHV�RU�RWKHU�UHPHGLHV�WR�KHOS�WKH�GHYHORSHU�VDWLVIDFWRULO\�UHVROYH�KD]DUGV�SURYLGLQJ
VLJQLILFDQW�PLVKDS�ULVN���7DEOH�$�,9�LQFOXGHV�DQ�H[DPSOH�RI�D�PLVKDS�ULVN�DFFHSWDQFH�OHYHO
PDWUL[�EDVHG�RQ�WKH�PLVKDS�ULVN�DVVHVVPHQW�YDOXH�DQG�PLVKDS�ULVN�FDWHJRU\�

$����������5HVLGXDO�PLVKDS�ULVN�DFFHSWDQFH���7KH�SURJUDP�PDQDJHU�LV�UHVSRQVLEOH�IRU
IRUPDOO\�GRFXPHQWLQJ�WKH�DFFHSWDQFH�RI�WKH�UHVLGXDO�PLVKDS�ULVN�RI�WKH�V\VWHP�E\�WKH�DSSURSULDWH
DXWKRULW\���7KH�SURJUDP�PDQDJHU�VKRXOG�XSGDWH�WKLV�UHVLGXDO�PLVKDS�ULVN�DQG�WKH�DVVRFLDWHG
KD]DUGV�WR�UHIOHFW�FKDQJHV�PRGLILFDWLRQV�LQ�WKH�V\VWHP�RU�LWV�XVH���7KH�SURJUDP�PDQDJHU�DQG
XVLQJ�RUJDQL]DWLRQ�VKRXOG�MRLQWO\�GHWHUPLQH�WKH�XSGDWHG�UHVLGXDO�PLVKDS�ULVN�SULRU�WR�DFFHSWDQFH
RI�WKH�ULVN�DQG�V\VWHP�KD]DUGV�E\�WKH�ULVN�DFFHSWDQFH�DXWKRULW\��DQG�VKRXOG�GRFXPHQW�WKH
DJUHHPHQW�EHWZHHQ�WKH�XVHU�DQG�WKH�ULVN�DFFHSWDQFH�DXWKRULW\�

$��������7UDFNLQJ�KD]DUGV�DQG�UHVLGXDO�PLVKDS�ULVN���7UDFN�KD]DUGV��WKHLU�FORVXUHV��DQG
UHVLGXDO�PLVKDS�ULVN���$�WUDFNLQJ�V\VWHP�IRU�KD]DUGV��WKHLU�FORVXUHV��DQG�UHVLGXDO�PLVKDS�ULVN
PXVW�EH�PDLQWDLQHG�WKURXJKRXW�WKH�V\VWHP�OLIH�F\FOH���7KH�SURJUDP�PDQDJHU�PXVW�NHHS�WKH
V\VWHP�XVHU�DSSULVHG�RI�V\VWHP�KD]DUGV�DQG�UHVLGXDO�PLVKDS�ULVN�
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$����������3URFHVV�IRU�WUDFNLQJ�RI�KD]DUGV�DQG�UHVLGXDO�PLVKDS�ULVN���(DFK�V\VWHP�PXVW
KDYH�D�FXUUHQW�ORJ�RI�LGHQWLILHG�KD]DUGV�DQG�UHVLGXDO�PLVKDS�ULVN��LQFOXGLQJ�DQ�DVVHVVPHQW�RI�WKH
UHVLGXDO�PLVKDS�ULVN��VHH�$����������$V�FKDQJHV�DUH�LQWHJUDWHG�LQWR�WKH�V\VWHP��WKLV�ORJ�LV�XSGDWHG
WR�LQFRUSRUDWH�DGGHG�RU�FKDQJHG�KD]DUGV�DQG�WKH�DVVRFLDWHG�UHVLGXDO�PLVKDS�ULVN���7KH
*RYHUQPHQW�PXVW�IRUPDOO\�DFNQRZOHGJH�DFFHSWDQFH�RI�V\VWHP�KD]DUGV�DQG�UHVLGXDO�PLVKDS�ULVN�
8VHUV�ZLOO�EH�NHSW�LQIRUPHG�RI�KD]DUGV�DQG�UHVLGXDO�PLVKDS�ULVN�DVVRFLDWHG�ZLWK�WKHLU�V\VWHPV�

$������������'HYHORSHU�UHVSRQVLELOLWLHV�IRU�FRPPXQLFDWLRQV��DFFHSWDQFH��DQG�WUDFNLQJ�RI
KD]DUGV�DQG�UHVLGXDO�PLVKDS�ULVN���7KH�GHYHORSHU��VHH��������LV�UHVSRQVLEOH�IRU�FRPPXQLFDWLQJ
LQIRUPDWLRQ�WR�WKH�SURJUDP�PDQDJHU�RQ�V\VWHP�KD]DUGV�DQG�UHVLGXDO�PLVKDS�ULVN��LQFOXGLQJ�DQ\
XQXVXDO�FRQVHTXHQFHV�DQG�FRVWV�DVVRFLDWHG�ZLWK�KD]DUG�PLWLJDWLRQ���$IWHU�DWWHPSWLQJ�WR�HOLPLQDWH
RU�PLWLJDWH�V\VWHP�KD]DUGV��WKH�GHYHORSHU�ZLOO�IRUPDOO\�GRFXPHQW�DQG�QRWLI\�WKH�SURJUDP
PDQDJHU�RI�DOO�KD]DUGV�EUHDFKLQJ�WKUHVKROGV�VHW�LQ�WKH�VDIHW\�GHVLJQ�FULWHULD���$W�WKH�VDPH�WLPH�
WKH�GHYHORSHU�ZLOO�DOVR�FRPPXQLFDWH�WKH�V\VWHP�UHVLGXDO�PLVKDS�ULVN�

$������������3URJUDP�PDQDJHU�UHVSRQVLELOLWLHV�IRU�FRPPXQLFDWLRQV��DFFHSWDQFH��DQG
WUDFNLQJ�RI�KD]DUGV�DQG�UHVLGXDO�PLVKDS�ULVN���7KH�SURJUDP�PDQDJHU�LV�UHVSRQVLEOH�IRU
PDLQWDLQLQJ�D�ORJ�RI�DOO�LGHQWLILHG�KD]DUGV�DQG�UHVLGXDO�PLVKDS�ULVN�IRU�WKH�V\VWHP���7KH�SURJUDP
PDQDJHU�ZLOO�FRPPXQLFDWH�NQRZQ�KD]DUGV�DQG�DVVRFLDWHG�ULVNV�RI�WKH�V\VWHP�WR�DOO�V\VWHP
GHYHORSHUV�DQG�XVHUV���$V�FKDQJHV�DUH�LQWHJUDWHG�LQWR�WKH�V\VWHP��WKH�SURJUDP�PDQDJHU�VKDOO
XSGDWH�WKLV�ORJ�WR�LQFRUSRUDWH�DGGHG�RU�FKDQJHG�KD]DUGV�DQG�WKH�UHVLGXDO�PLVKDS�ULVN�LGHQWLILHG
E\�WKH�GHYHORSHU���7KH�SURJUDP�PDQDJHU�LV�DOVR�UHVSRQVLEOH�IRU�LQIRUPLQJ�V\VWHP�GHYHORSHUV
DERXW�WKH�SURJUDP�PDQDJHU¶V�H[SHFWDWLRQV�IRU�KDQGOLQJ�RI�QHZO\�GLVFRYHUHG�KD]DUGV���7KH
SURJUDP�PDQDJHU�ZLOO�HYDOXDWH�QHZ�KD]DUGV�DQG�WKH�UHVXOWLQJ�UHVLGXDO�PLVKDS�ULVN��DQG�HLWKHU
UHFRPPHQG�IXUWKHU�DFWLRQ�WR�PLWLJDWH�WKH�KD]DUGV��RU�IRUPDOO\�GRFXPHQW�WKH�DFFHSWDQFH�RI�WKHVH
KD]DUGV�DQG�UHVLGXDO�PLVKDS�ULVN���7KH�SURJUDP�PDQDJHU�ZLOO�HYDOXDWH�WKH�KD]DUGV�DQG�DVVRFLDWHG
UHVLGXDO�PLVKDS�ULVN�LQ�FORVH�FRQVXOWDWLRQ�DQG�FRRUGLQDWLRQ�ZLWK�WKH�XOWLPDWH�HQG�XVHU��WR�DVVXUH
WKDW�WKH�FRQWH[W�RI�WKH�XVHU�UHTXLUHPHQWV��SRWHQWLDO�PLVVLRQ�FDSDELOLW\��DQG�WKH�RSHUDWLRQDO
HQYLURQPHQW�DUH�DGHTXDWHO\�DGGUHVVHG���&RSLHV�RI�WKH�GRFXPHQWDWLRQ�RI�WKH�KD]DUG�DQG�ULVN
DFFHSWDQFH�ZLOO�EH�SURYLGHG�WR�ERWK�WKH�GHYHORSHU�DQG�WKH�V\VWHP�XVHU���+D]DUGV�IRU�ZKLFK�WKH
SURJUDP�PDQDJHU�DFFHSWV�UHVSRQVLELOLW\�IRU�PLWLJDWLRQ�ZLOO�DOVR�EH�LQFOXGHG�LQ�WKH�IRUPDO
GRFXPHQWDWLRQ���)RU�H[DPSOH��LI�WKH�SURJUDP�PDQDJHU�GHFLGHV�WR�H[HFXWH�D�VSHFLDO�WUDLQLQJ
SURJUDP�WR�PLWLJDWH�D�SRWHQWLDOO\�KD]DUGRXV�VLWXDWLRQ��WKLV�DSSURDFK�ZLOO�EH�GRFXPHQWHG�LQ�WKH
IRUPDO�UHVSRQVH�WR�WKH�GHYHORSHU���5HVLGXDO�PLVKDS�ULVN�DQG�KD]DUGV�PXVW�EH�FRPPXQLFDWHG�WR
V\VWHP�WHVW�HIIRUWV�IRU�YHULILFDWLRQ�
$����63(&,),&�5(48,5(0(176

$������3URJUDP�PDQDJHU�UHVSRQVLELOLWLHV���7KH�SURJUDP�PDQDJHU�PXVW�HQVXUH�WKDW�DOO
W\SHV�RI�KD]DUGV�DUH�LGHQWLILHG��HYDOXDWHG��DQG�PLWLJDWHG�WR�D�OHYHO�FRPSOLDQW�ZLWK�DFTXLVLWLRQ
PDQDJHPHQW�SROLF\��IHGHUDO��DQG�VWDWH�ZKHUH�DSSOLFDEOH��ODZV�DQG�UHJXODWLRQV��([HFXWLYH�2UGHUV�
WUHDWLHV��DQG�DJUHHPHQWV���7KH�SURJUDP�PDQDJHU�VKRXOG�

$��������(VWDEOLVK��SODQ��RUJDQL]H��LPSOHPHQW��DQG�PDLQWDLQ�DQ�HIIHFWLYH�V\VWHP�VDIHW\
HIIRUW�WKDW�LV�LQWHJUDWHG�LQWR�DOO�OLIH�F\FOH�SKDVHV�
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$��������(QVXUH�WKDW�V\VWHP�VDIHW\�SODQQLQJ�LV�GRFXPHQWHG�WR�SURYLGH�DOO�SURJUDP
SDUWLFLSDQWV�ZLWK�YLVLELOLW\�LQWR�KRZ�WKH�V\VWHP�VDIHW\�HIIRUW�LV�WR�EH�FRQGXFWHG�

$��������(VWDEOLVK�GHILQLWLYH�VDIHW\�UHTXLUHPHQWV�IRU�WKH�SURFXUHPHQW��GHYHORSPHQW��DQG
VXVWDLQPHQW�RI�WKH�V\VWHP���7KH�UHTXLUHPHQWV�VKRXOG�EH�VHW�IRUWK�FOHDUO\�LQ�WKH�DSSURSULDWH
V\VWHP�VSHFLILFDWLRQV�DQG�FRQWUDFWXDO�GRFXPHQWV�

$��������3URYLGH�KLVWRULFDO�VDIHW\�GDWD�WR�GHYHORSHUV�
$��������0RQLWRU�WKH�GHYHORSHU¶V�V\VWHP�VDIHW\�DFWLYLWLHV�DQG�UHYLHZ�DQG�DSSURYH

GHOLYHUHG�GDWD�LQ�D�WLPHO\�PDQQHU��LI�DSSOLFDEOH��WR�HQVXUH�DGHTXDWH�SHUIRUPDQFH�DQG�FRPSOLDQFH
ZLWK�VDIHW\�UHTXLUHPHQWV�

$��������(QVXUH�WKDW�WKH�DSSURSULDWH�V\VWHP�VSHFLILFDWLRQV�DUH�XSGDWHG�WR�UHIOHFW�UHVXOWV�RI
DQDO\VHV��WHVWV��DQG�HYDOXDWLRQV�

$��������(YDOXDWH�QHZ�OHVVRQV�OHDUQHG�IRU�LQFOXVLRQ�LQWR�DSSURSULDWH�GDWDEDVHV�DQG�VXEPLW
UHFRPPHQGDWLRQV�WR�WKH�UHVSRQVLEOH�RUJDQL]DWLRQ�

$��������(VWDEOLVK�V\VWHP�VDIHW\�WHDPV�WR�DVVLVW�WKH�SURJUDP�PDQDJHU�LQ�GHYHORSLQJ�DQG
LPSOHPHQWLQJ�D�V\VWHP�VDIHW\�HIIRUW�

$��������3URYLGH�WHFKQLFDO�GDWD�RQ�*RYHUQPHQW�IXUQLVKHG�(TXLSPHQW�RU�*RYHUQPHQW�
IXUQLVKHG�3URSHUW\�WR�HQDEOH�WKH�GHYHORSHU�WR�DFFRPSOLVK�WKH�GHILQHG�WDVNV�

$���������'RFXPHQW�DFFHSWDQFH�RI�UHVLGXDO�PLVKDS�ULVN�DQG�DVVRFLDWHG�KD]DUGV�
$���������.HHS�WKH�V\VWHP�XVHUV�DSSULVHG�RI�V\VWHP�KD]DUGV�DQG�UHVLGXDO�PLVKDS�ULVN�
$���������(QVXUH�WKH�SURJUDP�PHHWV�WKH�LQWHQW�RI�WKH�ODWHVW�0,/�67'�����
$���������(QVXUH�DGHTXDWH�UHVRXUFHV�DUH�DYDLODEOH�WR�VXSSRUW�WKH�SURJUDP�V\VWHP�VDIHW\

HIIRUW�
$���������(QVXUH�V\VWHP�VDIHW\�WHFKQLFDO�DQG�PDQDJHULDO�SHUVRQQHO�DUH�TXDOLILHG�DQG

FHUWLILHG�IRU�WKH�MRE�
$����127(6

$������'R'�DFTXLVLWLRQ�SUDFWLFHV�DQG�VDIHW\�DQDO\VLV�WHFKQLTXHV���,QIRUPDWLRQ�RQ�'R'
DFTXLVLWLRQ�SUDFWLFHV�DQG�VDIHW\�DQDO\VLV�WHFKQLTXHV�LV�DYDLODEOH�DW�WKH�UHIHUHQFHG�,QWHUQHW�VLWHV�
1RWKLQJ�LQ�WKH�UHIHUHQFHG�LQIRUPDWLRQ�LV�FRQVLGHUHG�ELQGLQJ�RU�DGGLWLYH�WR�WKH�UHTXLUHPHQWV
SURYLGHG�LQ�WKLV�VWDQGDUG�

$��������'HIHQVH�$FTXLVLWLRQ�'HVNERRN���:ULJKW�3DWWHUVRQ�$LU�)RUFH�%DVH��2KLR�
'HVNERRN�-RLQW�3URJUDP�2IILFH�
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$��������6\VWHP�6DIHW\�$QDO\VLV�+DQGERRN���8QLRQYLOOH��9$��6\VWHP�6DIHW\�6RFLHW\�
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&XVWRGLDQV� 3UHSDULQJ�DFWLYLW\�
$UP\���$9 $LU�)RUFH�����
1DY\���$6
$LU�)RUFH�±��� 3URMHFW�6$)7�������

5HYLHZLQJ�DFWLYLWLHV�
$UP\���$5��$7��&5��0,
1DY\���(&��26��6$��6+
$LU�)RUFH�����������������



67$1'$5',=$7,21�'2&80(17�,03529(0(17�352326$/
,16758&7,216

�� 7KH�SUHSDULQJ�DFWLYLW\�PXVW�FRPSOHWH�EORFNV����������DQG�����,Q�EORFN����ERWK�WKH�GRFXPHQW�QXPEHU�DQG�UHYLVLRQ�OHWWHU
VKRXOG�EH�JLYHQ�

�� 7KH�VXEPLWWHU�RI�WKLV�IRUP�PXVW�FRPSOHWH�EORFNV����������DQG����DQG�VHQG�WR�SUHSDULQJ�DFWLYLW\�
� 7KH�SUHSDULQJ�DFWLYLW\�PXVW�SURYLGH�D�UHSO\�ZLWKLQ����GD\V�IURP�UHFHLSW�RI�WKH�IRUP�
127(� 7KLV�IRUP�PD\�QRW�EH�XVHG�WR�UHTXHVW�FRSLHV�RI�GRFXPHQWV��QRU�WR�UHTXHVW�ZDLYHUV��RU�FODULILFDWLRQ�RI
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